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FCC AND IC RFI STATEMENTS

FEDERAL COMMUNICATIONS COMMISSION
AND
INDUSTRY CANADA
RADIO FREQUENCY INTERFERENCE STATEMENTS

This equipment generates, uses, and can radiate radio-frequency energy, and if not
installed and used properly, that is, in strict accordance with the manufacturer’s
instructions, may cause interference to radio communication. It has been tested
and found to comply with the limits for a Class A computing device in accordance
with the specifications in Subpart B of Part 15 of FCC rules, which are designed to
provide reasonable protection against such interference when the equipment is
operated in a commercial environment. Operation of this equipment in a
residential area is likely to cause interference, in which case the user at his own
expense will be required to take whatever measures may be necessary to correct
the interference.

Changes or modifications not expressly approved by the party responsible
for compliance could void the user’s authority to operate the equipment.

This digital apparatus does not exceed the Class A limits for radio noise emission from
digital apparatus set out in the Radio Interference Regulation of Industry Canada.

Le présent appareil numérique n'émet pas de bruits radioélectriques dépassant les limites
applicables aux appareils numériques de la classe A prescrites dans le Réglement sur le
browillage radioélectrique publié par Industrie Canada.

EUROPEAN UNION DECLARATION OF CONFORMITY

This equipment complies with the requirements of the European EMC Directive
89/336/EEC.
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NORMAS OFICIALES MEXICANAS (NOM)
ELECTRICAL SAFETY STATEMENT

INSTRUCCIONES DE SEGURIDAD

1. Todas las instrucciones de seguridad y operacion deberan ser leidas antes de
que el aparato eléctrico sea operado.

2. Las instrucciones de seguridad y operaciéon deberan ser guardadas para
referencia futura.

3. Todas las advertencias en el aparato eléctrico y en sus instrucciones de
operacion deben ser respetadas.

4. Todas las instrucciones de operacién y uso deben ser seguidas.

5. El aparato eléctrico no debera ser usado cerca del agua—por ejemplo, cerca
de la tina de bano, lavabo, s6tano mojado o cerca de una alberca, etc..

6. El aparato eléctrico debe ser usado tinicamente con carritos o pedestales que
sean recomendados por el fabricante.

7. El aparato eléctrico debe ser montado a la pared o al techo sé6lo como sea
recomendado por el fabricante.

8. Servicio—El usuario no debe intentar dar servicio al equipo eléctrico mas alla
alo descrito en las instrucciones de operacién. Todo otro servicio debera ser
referido a personal de servicio calificado.

9. El aparato eléctrico debe ser situado de tal manera que su posiciéon no
interfiera su uso. La colocacion del aparato eléctrico sobre una cama, sofd,
alfombra o superficie similar puede bloquea la ventilacién, no se debe colocar
en libreros o gabinetes que impidan el flujo de aire por los orificios de
ventilacion.

10. El equipo eléctrico deber ser situado fuera del alcance de fuentes de calor
como radiadores, registros de calor, estufas u otros aparatos (incluyendo
amplificadores) que producen calor.

11. El aparato eléctrico debera ser connectado a una fuente de poder sélo del
tipo descrito en el instructivo de operacién, o como se indique en el aparato.




NOM STATEMENT

12. Precaucion debe ser tomada de tal manera que la tierra fisica y la polarizacion
del equipo no sea eliminada.

13. Los cables de la fuente de poder deben ser guiados de tal manera que no
sean pisados ni pellizcados por objetos colocados sobre o contra ellos,
poniendo particular atencion a los contactos y receptaculos donde salen del
aparato.

14. El equipo eléctrico debe ser limpiado tinicamente de acuerdo a las
recomendaciones del fabricante.

15. En caso de existir, una antena externa debera ser localizada lejos de las lineas
de energia.

16. El cable de corriente debera ser desconectado del cuando el equipo no sea
usado por un largo periodo de tiempo.

17. Cuidado debe ser tomado de tal manera que objectos liquidos no sean
derramados sobre la cubierta u orificios de ventilacion.

18. Servicio por personal calificado deberad ser provisto cuando:

A: El cable de poder o el contacto ha sido danado; u

Objectos han caido o liquido ha sido derramado dentro del aparato; o

o =

El aparato ha sido expuesto a la lluvia; o

=

El aparato parece no operar normalmente o muestra un cambio en su
desempeno; o

E: El aparato ha sido tirado o su cubierta ha sido danada.
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TRADEMARKS USED IN THIS MANUAL
AppleTalk and EtherTalk are registered trademarks of Apple Computer, Inc.

IPX is a trademark, and Novell is a registered trademark, of Novell, Inc.

Telnet is a trademark of Telnet Communications, Inc.

Any other trademarks mentioned in this manual are acknowledged to be the property of the
trademark owners.
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1. Specifications

Standards: IEEE 802.3 10BASE-T, IEEE 802.3u 100BASE-TX, IEEE 802.3x full
duplex on 10BASE-T and 100BASE-TX ports, IEEE 802.3z 1000BASE-SX, IEEE
802.1d spanning tree protocol, IEEE 802.1p priority queues, IEEE 802.1q VLAN
tagging, RFC 1350 TFTP

Data Transfer Rate: Ethernet: 10 Mbps (half-duplex), 20 Mbps (full duplex);
Fast Ethernet: 100 Mbps (half-duplex), 200 Mbps (full duplex);
Gigabit Ethernet: 2000 Mbps (full duplex)

Filtering Address Table: 14K entries per device

Packet Filtering/Forwarding Rate: 10-Mbps Ethernet: 14,880 pps;
100-Mbps Fast Ethernet: 148,800 pps;
1000-Mbps Gigabit Ethernet: 1,488,000 pps

MAC Address Learning: Automatic update
RAM Buffer: 3 Mb

Network Management: System Configuration: Console port, Telnet™;

Spanning Tree Algorithm: IEEE 802.1d provides redundant link support;

Port-based, Protocol-based, or 802.1q VLANs: Up to 256 VLANs with GVRP for
dynamic VLAN registration;

Link Aggregation: Up to 4 ports can be combined into a fat pipe, 7 trunks

Maximum Distance: UTP: 328 ft. (100 m) over Category be or better cable;
Fiber: LGB2004C-MMSX: 721.6 ft. (219.9 m) (62.5/125-micron multimode fiber
via SC connectors);
LGB2004C-SMLX: 6.2 mi. (10 km) (9/125-micron single-mode fiber cabling via
SC connectors)

Connectors: LGB2004A: (24) 10/100 Ethernet ports, (1) card slot (for 1-port
multimode fiber [LGB2004C-MMSX] or single-mode fiber [LGB2004C-SMLX]
Gigabit module), (1) DB9 console port (DCE);

LGB2004C-MMSX: (2) SC multimode ports;

LGB2004C-SMLX: (2) SC single-mode ports

Indicators: LGB2004A: (52) LEDs: (1) Power, (1) Diag, (1) Fan 1, (1) Fan 2,
(24) Twisted-Pair Link Activity, (24) 100 Mbps

Temperature Tolerance: Operating: 41 to 104°F (5 to 40°C);
Storage: -4 to +158°F (-20 to +70°C)
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Humidity Tolerance: Operating: 10 to 90%, noncondensing;
Storage: 5 to 90%, noncondensing

Power: Input: 100 to 240 VAC (auto-ranging), 50 to 60 Hz;
Output: 3.3 VDC, 20 amps and 5 VDC, 35 watts;

(2) power supplies ([1] primary, [1] redundant)
Size: LGB2004A: 1.7"H (1U) x 17.3"W x 11.2"D (4.3 x 43.9 x 28.4 cm)

Weight: LGB2004A: 5.1 1b. (2.3 kg), fully loaded
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2. Overview

2.1 Introduction

The Managed 24-Port 10/100 Switch with Gigabit Uplink Port incorporates leading
switching technology and high-port density within a slim one-rack-unit (1U) chassis
that fits in a standard 19" rack. It integrates 100-Mbps Fast Ethernet and 10-Mbps
Ethernet network capabilities in a highly flexible package.

24 10/100 ports connect to each Ethernet device via up to 328 feet (100 m) of
either 10BASE-T 2-pair UTP Category 3, 4, or 5 cable or 100BASE-TX 2-pair UTP
Category b cable. These ports automatically detect whether the connected device is
running at 10 or 100 Mbps.

An optional one-port Gigabit fiberoptic module (LGB2004C-MMSX or
LGB2004C-SMLX) fits in the switch’s front panel for length extension up to
721.6 feet (219.9 m) over multimode fiber or up to 6.2 miles (10 km) over single-
mode fiber.

The switch works in half-duplex or full duplex transfer mode for 10- and 100-Mbps
connection speeds. Furthermore, it receives and transmits data at wire speed.

A store-and-forward switching scheme enables the switch to support rate
adaptation. This also ensures data integrity.

Up to 14K unicast address entities are supported per device. Plus, the switch
features self-learning, table aging, and has a 3-Mb RAM buffer. It supports 802.3x
flow control for the full duplex mode ports. Other functions include port-based
VLAN, port-based QoS (Quality of Service), trunking, port mirroring, port setting
for speed/disable, and flow control.

Configuration is easy via a Web browser or console port interface.

2.2 What's Induded

Your package should contain the following items. If anything is missing or
damaged, please contact Black Box at 724-746-5500.

LGB2004A:
® (1) 24-Port 10/100 Managed Switch with Gigabit Uplink Port

¢ (1) AC power cord
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® (2) rackmount brackets

® (8) screws

¢ (1) CD-ROM containing this installation manual and a quick start guide
LGB2004C-MMSX or LGB2004C-SMLX:

¢ (1) Multimode SX Gigabit Uplink Module or

(1) Single-Mode LX Gigabit Uplink Module

2.3 Typical Applications

Three application examples appear in Figures 2-1 through 2-3. They’re described
in the corresponding sub-sections (Section 2.3.1 through 2.3.3).

2.3.1 BUILDING-TO-BUILDING (SMALL CAMPUS)

Figure 2-1 shows the switch functioning as a backbone for a small campus network.
It provides a 200-Mbps full duplex link to a remote stack of 10-/100-Mbps switches.

Remote Terminal Gigabit Fiber Uplink

AN
(- —

Building A Building B Building C

Figure 2-1. Interbuilding example.
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2.3.2 ENTERPRISE SERVER AGGREGATION

Figure 2-2 shows the switch functioning as a server aggregation for an enterprise or
LAN configuration. It provides a 200-Mbps full duplex link to workgroups of
10/100 switches located on separate floors within a single building.

Remote Terminal Gigabit Fiber Uplink

SN
P —

Floor 10 Floor 5

Ground Floor
Figure 2-2. Intrabuilding example.
2.3.3 LAN SwitcH

Figure 2-3 shows the switch functioning as a high-speed bridge between segments,
creating increased capacity for each user (node) on the local area network. It

provides a 200-Mbps full duplex link to a variety of Ethernet/Fast Ethernet devices
within a LAN.

Remote Terminal Gigabit Fiber Uplink

S N
P T

Up to 24 network nodes connected:
10/100 Mbps over copper segments;
100 Mbps over fiber segments

Figure 2-3. LAN switch example.




3. About the Technology

3.1 Gigabit Ethernet

Gigabit Ethernet is an extension of IEEE 802.3 Ethernet using the same packet
structure, format, and support for CSMA/CD protocol, full duplex, flow control,
and management objects, but with a tenfold increase in theoretical throughput
over 100-Mbps Fast Ethernet and a hundredfold increase over 10-Mbps Ethernet.
Since it’s compatible with all 10- and 100-Mbps Ethernet environments, Gigabit
Ethernet provides a straightforward upgrade without wasting a company’s existing
investment in hardware, software, and trained personnel.

The increased speed and extra bandwidth offered by Gigabit Ethernet is essential
for coping with the network bottlenecks that frequently develop as computers and
their busses get faster and more users use applications that generate more traffic.
Upgrading key components—such as your backbone and servers—to Gigabit
Ethernet can greatly improve network response times as well as significantly speed
up the traffic between your subnets.

Gigabit Ethernet enables fast optical fiber connections to support videoconferencing,
complex imaging, and similar data-intensive applications. Likewise, since data
transfers occur 10 times faster than Fast Ethernet, servers outfitted with Gigabit
Ethernet NICs can perform 10 times the number of operations in the same
amount of time.

In addition, the phenomenal bandwidth delivered by Gigabit Ethernet is the most
cost-effective method to take advantage of today and tomorrow’s rapidly improving
switching and routing internetworking technologies. And with expected advances
in the coming years in silicon technology and digital signal processing that will
enable Gigabit Ethernet to eventually operate over UTP cabling, outfitting your
network with a powerful 1000-Mbps-capable backbone/server connection creates a
flexible foundation for the next generation of network technology products.

3.2 Fast Ethernet

LAN’s growing importance and desktop computing applications’ increasing
complexity are fueling the need for high-performance networks. A number of
high-speed LAN technologies have been proposed to provide greater bandwidth
and improve client/server response times. Among them, 100BASE-T (Fast
Ethernet) provides a smooth evolution from the current 10BASE-T technology. Its
non-disruptive nature, plus the dominating potential market base, virtually
guarantees cost-effective and high-performance Fast Ethernet solutions.




24-PORT 10/100 MANAGED SWITCH WITH GIGABIT UPLINK PORT

100-Mbps Fast Ethernet is a standard specified by the IEEE 802.3 LAN committee.
Itis an extension of the 10-Mbps Ethernet standard with the ability to transmit and
receive data at 100 Mbps while maintaining the CSMA/CD Ethernet protocol.
Since 100-Mbps Fast Ethernet is compatible with all other 10-Mbps Ethernet
environments, it provides a straightforward upgrade and takes advantage of the
existing investment in hardware, software, and personnel training.

3.3 Switching

Another approach to pushing beyond Ethernet technology’s limits is switching
technology’s development. A switch bridges Ethernet packets at the Ethernet
protocol’s MAC address level, transmitting among connected Ethernet or Fast
Ethernet LAN segments.

Switching is a cost-effective way to increase the total network capacity available for
users on a local area network. A switch increases capacity and decreases network
loading by dividing a local area network into different segments that don’t
compete with each other for network transmission capacity.

The switch acts as a high-speed selective bridge between the individual segments.
The switch, without interfering with any other segments, automatically forwards
traffic that needs to go from one segment to another. By doing this, the total
network capacity is multiplied while still maintaining the same network cabling and
adapter cards.

Switching LAN technology is a marked improvement over the previous network
bridges generation; they were characterized by higher latencies. Routers have also
been used to segment local area networks, but a router’s cost—and the setup and
maintenance required—make routers relatively impractical. Today, switches are an
ideal solution to most local area network congestion problems.

3.4 VLAN (Virtual Local Area Network)

A VLAN is a group of end stations that are not constrained by their physical
location and can communicate as if they are part of a common broadcast domain
(a LAN). The primary VLAN use is to reduce latency and the need for routers,
using faster switching instead.

Other VLAN utility features include security, cost reduction, and port-based VLAN.
Since data switches only to confidential users within a VLLAN, security increases.
Because VLANSs create multiple broadcast domains, you don’t need expensive
routers. The switch supports a common VLAN implementation—port-based (or

port-group).
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4. Installation

Before you install the switch, refer to Section 2.2 and make sure your package
includes everything listed.

The site where you install the switch may greatly affect its performance. When
installing, consider the following:

¢ Install the switch in a fairly cool and dry place. See Chapter 1 for the
acceptable temperature and humidity operating ranges.

¢ Install the switch in a site free from strong electromagnetic field generators
(such as motors), vibration, dust, and direct exposure to sunlight.

® Leave at least 4" (10.2 cm) of space at the switch’s front and rear for
ventilation.

¢ Install the switch in an EIA standard-size equipment rack. For information on
rack installation, see Section 4.1.

4.1 Rackmounting

The switch can be mounted in an EIA standard-size 19" rack that can be placed in a
wiring closet with other equipment. Attach the mounting brackets at the switch’s
front panel (one on each side) and secure them with the eight provided screws.

Next, install the switch in the rack.

NOTE

The four screws used to connect the switch to the rack are not included;
you must supply them.

4.2 Install the Gigabit Uplink Module (Optional)

To connect to a Gigabit fiber link, slide the Gigabit Uplink Module (LGB2004C-
MMSX or LGB2004C-SMLX) into the slot on the switch’s front panel. See Figure
5-1 for the fiber module slot’s location.

4.3 Connecting Network Cable

The switch supports 10-Mbps Ethernet or 100-Mbps Fast Ethernet that runs both in
half- and full duplex mode.
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These RJ-45 ports are auto-MDI. The switch can auto transform to MDI-II or
MDI-X, so you can make an easy connection without worrying if you are using a
standard or crossover RJ-45 cable.

If you installed an optional Gigabit uplink module (LGB2004C-MMSX or
LGB2004C-SMLX) in the switch’s Gigabit uplink module slot, you will need to
connect the fiber cable for this link. Use 1310-nm multimode or single-mode
fiberoptic cable.

4.4 Applying AC Power

The 24-Port 10/100 Managed Switch with Uplink Port uses a 100-240-VAC,
50-60-Hz power supply. Its power switch is located on the unit’s rear panel, next
to the AC power connector. The power supply automatically adjusts to the local
power source. Power on the unit without having LAN segment cables connected.




5. Operation

5.1 Front-Panel Components

The front panel is shown in Figure 5-1 below.

® 0 [9)
s o MENN NN NN
N
000

Figure 5-1. Front panel.

Comprehensive indicators display the switch’s and the network’s status. Table 5-1
describes the switch’s front-panel indicators and connectors.

Table 5-1. Front-panel indicators and connectors.

Component Function

@ Power LED This LED lights when the switch is receiving power.

When the power is off or the power cord has improper
connection, this LED is off.

® Diag LED This LED flashes while the switch is performing self-
system diagnostics upon startup. The LED lights solid to
indicate normal operation.

® Fan 1LED This LED lights when the fan is operating properly.

O Fan2LED This LED lights when the fan is operating properly.
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Table 5-1 (continued). Front-panel indicators and connectors.

Component

Function

® LNK/ACT LED
(left side of port)

When this LED is on, the switch’s respective twisted-pair
port is successfully connected to a network.

When this LED is blinking, the port is transmitting or
receiving data on the Ethernet network.

When this LED is off, no link is connected.

® 10/100 Mbps LED
(right side of port)

When this LED is on, the switch’s respective twisted-
pair port is connected to a Fast Ethernet network.

When this LED is off, the switch’s respective port is
connected to a 10-Mbps Ethernet port.

@ 10-/100-Mbps
Ethernet ports
(1-24)

The switch’s 24 twisted-pair ports support autonegotiable
10/100 Mbps and auto-MDI/MDI-X crossover detection.
Simply plug the network cable directly into the switch. It
doesn’t matter whether the end node is a NIC (network
interface card), switch, or hub. These ports operate in
half- or full duplex mode.

® Console port

This DB9 connector is used for a terminal connection for
remote management.

© Fiber module
slot

This slot holds an optional Gigabit Uplink Module
(LGB2004C-MMSX or LGB2004C-SMLX) that connects
to a fiber link.
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5.2 Rear-Panel Components
Figure 5-2 shows the switch’s rear-panel button and connector. Table 5-2 describes

these components.

AC power Power
connector button

-,

/
Figure 5-2. Rear panel.
Table 5-2. Rear-panel button and connector.
Component Function
Power button Set the button to the On position to power on the switch.

Set it to the Off position to power off the switch.

AC power This three-pronged connector supports the power cord.
connector Plug the provided power cord’s female connector into this
connector, and plug the cord’s male connector into a
power outlet. Supported input voltages range from
100-240 VAC at 50-60 Hz.
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6. Web Management

6.1 Overview
The switch management agent can be accessed via a Web browser.
If you need to change the IP or other default address for the first time, we

recommend that you go to Section 8.2.5 and use console mode to secure a direct
connection and to modify them.

Default Address:
MAC Address: (Factory set and unique for each device)
IP Address: 192.168.0.254
Subnet Mask: 255.255.255.0
Default Gateway: 192.168.0.1
User Name: admin
Password: (no default password)

To access the switch, open a Web browser and type in the switch’s IP address. Type
in the user name and password (the default is no password), then check or
uncheck the Remember my password box. See Figure 6-1. To cancel the login,
click on the Cancel button. To complete the login, click on the OK button.

Connect to 192.168.0.197

indes.htm
User name: € admin W
Password:

[ |remember my password

[ Ok I| Cancel |

Figure 6-1. Login screen.
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6.2 Home Page

Figure 6-2 shows the Home page. This screen appears when you click on OK in the
Login screen (Figure 6-1). The Main Menu is located vertically on the left side of
the screen. Three configuration options—Basic, Advanced, and Misc Config—are
listed horizontally near the top of the screen. These options are described in
Sections 6.2.1 through 6.2.3.

(B 5 e o o _
| = |
_{ Main Menu
£ System Details [Basic] [Advanced] [Mise Config]
+ 1 Port Mgmt
#1 Bridge Mgmt System Information
i E‘SE”\M:? Description : Managed 24-port Layer 2 Switch
H|_| System Restart
o MAC Address : 000bO417213
Firmware version: v1.00
Figure 6-2. The Home page.
6.2.1 Basic

When you click on Basic in the Home page, the parameters described in Table 6-1
and displayed in Figure 6-2 are shown.

Table 6-1. Basic configuration parameters.

Parameter Description
Description Display the device type name.
MAC Address The unique hardware address assigned by the

manufacturer (default).

Firmware Version Display the switch’s firmware version.
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6.2.2 ADVANCED

When you click on Advanced in the Home page, the parameters listed in Figure 6-3
and described in Table 6-2 are displayed.

[Basic] [Misc Config]

System Information
MAC Table Address Entry W (Enable/Disable)

fAge-Out Time: 1300 seconds
- (300~765, must multiple of 3)
Maxr bridge transmit delay bound control: |OFF =
I” (Enable/Disable)
Enable Low Queue Delay Bound _
Max Delay Time: |255 (1~255, 2msfunit)
Broadcast Storm Filter Mode: |5% >
Priority Queue Service:
* First Come First Service
802.1p Priority All High before Low
WRR ---—- High weight: |2 Low weight: |1

. S - LevelD Levell Level2 Level2
Qos Paolicy: High Priority Levels
¥ Leveld ¥ Levels W Levels ¥ Level?

Apply Default Help

Figure 6-3. Advanced configuration option selected.

Table 6-2. Advanced configuration parameters.

Parameter Description

MAC Table Address Entry Check this box to enable or disable an
address.

Age-Out Time Type in the number of seconds that an

inactive MAC address remains in the
switch’s address table. The valid range
is 300-765 seconds. The default is 300

seconds.
Max. bridge transmit delay Limit the packets’ queueing time in the
bound control switch. If enabled, the packets queued

that exceed this time will be dropped.
Select 1 sec, 2 sec, 4 sec, or off from
the drop-down menu.
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Table 6-2 (continued). Advanced configuration parameters.

Parameter

Description

Enable Low Queue Delay Bound

Check this box to limit the low-priority
packets’ queueing time in the switch. If
the low-priority packets’ stay in the
switch exceeds the Max. Delay Time,
the packet will be sent. The valid range
is 1-255 ms.

Max. Delay Time

Type in a number between 1 and 255.
This represents the number of
milliseconds.

Broadcast Storm Filter Mode

To configure broadcast storm control,
enable it and set the upper threshold for
individual ports. The threshold is the
percentage of the port’s total bandwidth
used by broadcast traffic. When
broadcast traffic for a port rises above
this threshold, broadcast storm control
will be activated. The valid threshold
values are 5%, 10%, 15%, 20%, 25%,
and Off.

Priority Queue Service

First Come First Service

The sequence of packets sent depends
on the order they arrive. Click on this
button to enable, or unclick to disable.

802.1p Priority

AHBL (All High Before Low): The high-
priority packets are sent before low-
priority packets. Click on this button to
enable, or unclick to disable.
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Table 6-2 (continued). Advanced configuration parameters.

Parameter Description

WRR (Weighted Round Robin) Click on this button to enable, then type
in the preferred ratio of high- and low-
priority packets sent by the switch in its
priority queue. These options represent
the number of high-priority packets sent
before one low-priority packet is sent.
For example, 5 High: 2 Low means that
the switch sends 5 high-priority packets
before sending 2 low-priority packets.

QoS Policy: High Priority Levels 8 QoS levels (0 to 7) can be assigned to
designated high or low priority. Check
the appropriate boxes to enable, or
uncheck to disable.

Apply button Click on this button to apply the
settings.
Default button Click on this button to restore the

default settings.

Help button Click on this button for help.
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6.2.3 Misc

Click on this button in the Home page to display a combination of Basic (Section
6.2.1) and Advanced (Section 6.2.2) configuration fields. (The resulting screen is
not pictured in this manual.)

6.3 Main Menu

The Main Menu appears vertically on the left side of the Home page (Figure 6-2).
Main Menu options are shown below (Figure 6-4) and are described in Sections 6.4
through 6.9.

System Details
System Info.
Console Info.
IP Address
Port Mgmt
Port Configuration
Port Trunking
Port Mirroring
Port Status
Port Statistics
Bridge Mgmt
Filtering
Spanning Tree
VLAN Configuration
802.1x Configuration
SNMP Configuration
User Mgmt
User Mgmt
System Restart
Reset to Default
System Reboot
Firmware Mgmt
Network Tree

Figure 6-4. Main Menu.
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6.4 System Details

The System Details menu is the first option on the Main Menu. It appears when
you log in as described in Section 6.1. Options include System Info., Console Info.,
and IP Address.

6.4.1 SYSTEM INFORMATION
See Sections 6.2.1 through 6.2.3.

6.4.2 CONSOLE INFORMATION

Console provides a standard UART interface to communicate with the serial port.
You can launch the HyperTerminal program to link with the switch. See Chapter 8
for how to configure the switch using the console interface.

Console information settings are listed in Figure 6-5 and described in Table 6-3. To
get to this screen, click on Console Info. in the System Details menu (see Figure
6-4).

Console Information :

Baud rate(bitsfsec) : 28400
Data Bits : 8
Parity Check : none
Stop Bits : 1
Flow Control : none
Help

Figure 6-5. Console Information screen.

Table 6-3. Console Information screen parameters.

Parameter

Description

Baud rate (bits/sec)

The baud rate is fixed at 38,400 bps.
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Table 6-3 (continued). Console Information screen parameters.

Parameter Description
Data Bits The default is 8 data bits; this cannot be
changed.
Parity Check The parity check is fixed at None.
Stop Bits The default is 1; this can’t be changed.
Flow Control The default is fixed at None.
6.4.3 IP ADDRESS

When you click on IP Address in the System Details menu, Figure 6-6 appears.

IP Address Configuration
DHCP : [Disable v
IP Address : [182168.0218
Subnet_Mask : [256 255 3550

Gateway : [182168.01

Aapty | Help |

Figure 6-6. IP Address Configuration screen.

Table 6-4. IP Address Configuration settings.

Parameter Description

DHCP Use the drop-down menu to select
Disable or Enable.

IP Address Type in the IP address.

Subnet Mask Type in the subnet mask.
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Table 6-4. (continued) IP Address Configuration settings.

Parameter Description

Gateway Type in the gateway address.

Apply button Click on this button to save the settings.
Help button Click on this button for help.

6.5 Port Management

6.5.1 PORT CONFIGURATION

Use this page (Figure 6-7) to change the status of each port. To get to this page,
click on Port Configuration in the Port Mgmt menu.

Port Configuration

Rate Control

Flow Control
Port State Negotiation Speed Duplex (100K} Priority  Security B;'T‘ad.cas‘t
ilterin
Full Half Ingress Egress 9
[100 =] [Fun =] [Enanie ~] [Enanie ~|[o o [Disable +| B
Eeoniy]
Rate
o Flow
State Megotiation Speed Duplex S hmiral Control
Port Link (100K} ppiority security Cro2dcast
% Filtering
Config Actual
Config| Actual Config Actual Config Actual Config Actual ctua
Full Half Ingr Egr
2 an an DownAuto  Auto 100 100 Full Full On On On Off  Off Disable Off Off
3 on on Down&uto  Auto 100 100 Full Full On On On Off  Off Disable Off Off
4 0On on Down&uto  Auto 100 100 Full Full on on On Off  Off Disable Off off

Figure 6-7. Port Configuration screen.

Table 6-5 describes the parameters shown in Figure 6-7.
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Table 6-5. Port Configuration screen parameters.

Parameter

Description

Port

Use the scroll-down menu to select the desired
port. Options are 1-24 and M1-M2.

State

From the drop-down menu, disable or enable
this port control.

Negotiation

From the drop-down menu, select the auto-
negotiation mode, either Force or Auto. Force
specifies the speed/duplex on this port with auto-
negotiation enable. Auto automatically deter-
mines the highest speed and duplex mode
possible.

Speed

Using the drop-down menu, set speeds of 100
Mbps or 10 Mbps on Ports 1-24, or a speed of
1000 Mbps on Ports 25—26.

Duplex

From the drop-down menu, select full or half-
duplex mode for each port.

Flow Control

Full: Selecting Enable sets full flow control
function (pause). Selecting Disable cancels full
flow control.

Half: Selecting Enable sets half flow control
(backpressure). Selecting Disable cancels half
flow control.

Rate Control

Ports 1—24 support by-port ingress and egress
rate control. For example, assume port 1is 10
Mbps. You can set the effective egress rate to 1
Mbps. The ingress rate is 500 kbps. The switch
will perform flow control or backpressure to
adapt the ingress rate to meet the specified rate.
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Table 6-5 (continued). Port Configuration screen parameters.

Parameter Description

Rate Control (continued) Ingress: Type in the port’s effective ingress rate.
The valid range is 0—1000.

Egress: Type in the port’s effective egress rate.
The valid range is 0—1000.

0: Disable rate control.

1-1000: Valid rate value.

Priority If you set the port to high priority, the priority of
incoming frames to this port will always be high.
Enable or disable it from the drop-down menu.

Security A port in security mode will be locked without
permission of address learning. Only the
incoming packets with SMAC already existing in
the address table can be forwarded. You can
disable the port from learning any new MAC
addresses, and then use the static MAC
addresses screen to define a list of MAC
addresses that can use the secure port. Enter
the settings, then click on Apply to set the
switch.

Broadcast Filtering In a regular wired LAN network, there is a lot of
broadcasting traffic. In order to filter the
broadcast traffic, you can disable or enable this
function for each port.
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6.5.2 PORT TRUNKING

The Link Aggregation Control Protocol (LACP) that’s defined in IEEE 802.3ad
allows ports with similar characteristics to form a channel through dynamic
negotiation with adjoining switches. It provides a means for exchanging
information on a link, allowing their Link Aggregation Control instances to reach
agreement on the identity of the Link Aggregation Group to which the link
belongs. LACP allows you to move the link to an Aggregation Group and enable its
transmission and reception functions in an orderly manner.

Aggregator Setting

Figure 6-8 shows the Port Trunking screen that appears when you click on
Aggregator Setting at the top of the screen. To initially get to this screen, click on
Port Trunking in the Port Mgmt menu (see Figure 6-4).

Link Aggregation lets you group up to four ports into a single dedicated
connection. This feature can expand bandwidth to a device on the network. LACP
operation requires full duplex mode. More detailed information about LACP can
be found in IEEE 802.3ad.

Aggregator Setting]  [Aggregator information]  [State Activity]

Port Trunking
System Priority
Group ID : [Groupt j == Get
Lacp : |Disable =]
Work Ports : o
[ ] <<pdd<< | [ForRTT =]
|PoRTZ
|PORTS
R |
e |PORTS
|PoRTS
|PORTE
|PORT?
|PORTS
|PORTE =]

App\y‘ Delete | Help |

Figure 6-8. Port Trunking screen.

Table 6-6 describes the parameters shown in Figure 6-8.
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Table 6-6. Port Trunking screen parameters.

Parameter Description

System Priority Type in a value used to identify the active LACP.
The switch with the lowest value has the highest
priority and is selected as the active LACP.

Group ID There are up to seven trunk groups that can be
configured. Choose the Group ID from the drop-
down menu and click on the Get button.

LACP Enable or disable LACP from the drop-down
menu. If enabled, the group is an LACP static
trunking group. If disabled, the group is a local
static trunking group. All ports support LACP
dynamic trunking groups. If connecting to the
device that also supports LACP, the LACP
dynamic trunking group will be created automatically.

Work Ports Type in the number of ports (1-4) that can be
aggregated at the same time. In an LACP static
trunking group, the excess ports are in standby
mode and are able to aggregate if work ports fail.
In a local static trunking group, the number must
be the same as the group member ports.

Add and Remove buttons Click on these buttons to select the ports to join
the trunking group. Allow a maximum of four
ports that can be aggregated at the same time.

If LACP is enabled, you can configure LACP
Active/Passive status in each port on the State
Activity page (see Figure 6-11).

Apply button Click on this button to save your selections.
Delete button Click on this button to delete the selections.
Help button Click on this button for help.
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Aggregator Information
When setting the LACP aggregator, you can view related information as follows.
If no groups are active, this page (Figure 6-9) provides LACP current status. To get

to this screen, click on Aggregator Information at the top of Figure 6-8. In this case,
no group is active since LACP is not enabled.

[Agaregator Setting] [Agsregator in ation] [State Activity]

Port Trunking

NO GROUP ACTIVE

The above information prowides a view of LACP current status

Figure 6-9. Port Trunking, Aggregator Information screen.

If groups are active, this page (Figure 6-10) displays Static Trunking groups,
identified by Group Key and Port Number. To get to this screen, click on
Aggregator Information at the top of Figure 6-8.

[fggregator Setting] \ggregato formation] [State Activity]

Port Trunking

Static Trunking Group
Group Key: 1
Port_No: 1234

The abowe information provides a view of LACP current status.

Figure 6-10. Static Trunking Group screen.
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State Activity

The screen shown in Figure 6-11 shows the port trunking activity. To get to this
screen, click on State Activity at the top of Figure 6-8.

[Aggregator Setting]  [Aggregator information]  [State Activi

Port Trunking
1 W Active 2 ¥ active 3 ¥ Active 4 W Active
5 N 6 N 7 OMA 8 N/A
[T 10 Mfa 11 Mfa 12 MfA
13 Ma 14 MfA 15 Mfa 16 Mfa
17 Ma 18 MfA 19 MfA 20 Mja
21 MA 22 MiA 23 N 24 Mja
MOD_1 Mia MOD_2 /A
App\yi Helpi

Figure 6-11. Port Trunking, State Activity screen.

Table 6-7 describes the options shown in Figure 6-11.

Table 6-7. State Activity parameters.

Parameter Description

Port Identifies a port numbered 1—24 or MOD_1-
MOD_2.

LACP State Activity A link that has either two active LACP ports or

one active port can perform dynamic LACP
trunking. A link that has two passive LACP ports
will not perform LACP trunking because both
ports are waiting for LACP packets from another
networking device.

When you select the trunking port for an active
LACP, the active status will be created
automatically.
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Table 6-7 (continued). State Activity parameters.

Parameter Description
LACP State Activity When the Active box is checked, the port
(continued) automatically sends LACP packets.

When the Active box isn’t checked, the port does
not automatically send LACP packets, and it
responds only if it receives LACP packets from
another networking device.

Apply button Click on this button to save the selections.

Help button Click on this button for help.

6.5.3 PORT MIRRORING

Port Mirroring is a method used to monitor traffic in switched networks. Traffic
through ports can be monitored by one specific port. That is, traffic going in or
out monitored ports will be duplicated to a mirror port. Figure 6-12 shows this
screen. To get to this screen, click on Port Mirroring in the Port Mgmt menu (see
Figure 6-4).

Port Mirroring
Roving Analysis State: :b@\’él’l:é':ﬂ

Analysis Port: [tone EI

Port Monitor Port Monitor Port Monitor Port Monitor
PORT1 r PORTZ = PORTZ r PORT4 =
FPORTS = PORTE = PORT? ] PORTS &
PORTY ] PORT10 | PORT1L - PORT12 |
PORT13 r PORT14 r PORT15 r PORT16 r

PORT17 | FORT1B r PORT19 r PORTZ0 r
PORTZ21 r PORT22 = PORTZ23 r PORTZ24 =

Aoty | Defautt | Hels |

Figure 6-12. Port Mirroring screen.
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Table 6-8 describes the options shown in Figure 6-12.

Table 6-8. Port Mirroring screen parameters.

Parameter Description

Roving Analysis State Roving analysis is the mirroring of Fast Ethernet
port traffic to another port of the same media
type within a system that has an RMON probe or
analyzer attached. This port allows external
RMON probes (network analyzers) to monitor
traffic on any switched segment.

You can monitor a designated roving analysis
port to: analyze traffic loads on each segment so
that you can continually optimize your network
loads by moving network segments, or
troubleshoot switched network problems (for
example, to find out why a particular segment
has so much traffic).

From the drop-down menu, select Enable to
enable roving analysis state, or Disable to
disable it.

Analysis Port You can have as many as 16 network analyzers
connected to a system. For more accurate
analysis, attach the analyzer to a dedicated port
instead of through a repeater. When the analyzer
port is set, it cannot receive or transmit any other
data. Instead, it receives only the data from the
ports to be monitored.

Select a port number between 1-24 or None
from the drop-down menu.
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Table 6-8 (continued). Port Mirroring screen parameters.

Parameter Description

Port The ports that can be monitored. All monitor port
traffic will be copied to a mirror port. You can
select a maximum of 24 monitor ports in the
switch. Choose which port to monitor in only one
mirror mode.

Monitor For each port you want to monitor, click on the
check box next to that port.

Apply button Click on this button to save your selections.

Default button Click on this button to return to the default
settings.

Help button Click on this button for help.
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6.5.4 PORT STATUS

This page (Figure 6-13) displays every port status that depends on a user setting
and the negotiation result. To get to this screen, click on Port Status in the Port
Mgmt menu (see Figure 6-4).

Port Status

Flow fate
State Negotiation  Speed Duplex e Control
Port Link (100K) | priority Security Bro2dcast
Config Actual Eificring
Config Actual Config Actual Config Actual Config Actual Actual
Full Half Ingr Egr
1 on On  Down Auto Auto 100 100 Full Full Omn On On Off Off Disable off off
2 on On  Down Auto  Auto 100 100 Full Full On On On Off Off Disable Off off
3 on On  Down Auto  Auto 100 100 Full Full Omn On On Off Off Disable off Off
2k on On  Down Auto  Auto 100 100 Full Full On On 0On Off Off Disable off Off
g on On  Down Auto  Auto 100 100 Full Full On On 0On Off Off Disable off off
g on On Down Auto  Auto 100 100 Full Full On On 0On Off Off Disable Off Off
7 on On Down Auto  Auto 100 100 Full Full On On 0On Off Off Disable off Off
g on On Down Auto  Auto 100 100 Full Full On On oOn Off Off Disable off off
d on On  Down Auto  Auto 100 100 Full Full On On 0On Off Off Disable Off Off
10 on On Down Auto  Auto 100 100 Full Full On On 0On Off Off Disable Off Off
11 on On  Down Auto  Auto 100 100 Full Full On On 0On Off Off Disable Off Off
12 on On Down Auto Auto 100 100  Full  Ful On On ©On Off Off Disable  Off Off
13 on On  Down Auto  Auto 100 100 Full Full On On  On  Off Off Disable  Off Off
14 an On  Down Auto Auto 100 100 Full Ful On On ©On Off Off Disable Off Off
15 an On  Down Auto Auto 100 100 Full Ful On On ©On Off Off Disable Off Off
1A an On  Down Auto Auto 100 100 Full Ful On ©On oOn Off Off Disable Off Off
17 on On  Down Auto Auto 100 100 Full Full Omn On 0On Off Off Disable off off
18 an an Up  Auto Auto 100 100 Full Ful On GQOn On Off Off Disable Off off
19 on On  Down Auto Auto 100 100 Full Full On On On Off Off Disable off off
20 Oon On  Down Auto  Auto 100 100 Full Full On On On Off Off Disable off off
21 on On  Down Auto Auto 100 100 Full Full On On On Off Off Disable Off off
22 Oon On  Down Auto  Auto 100 100 Full Full On On On Off Off Disable off Off
23 on On Down Auto  Auto 100 100 Full Full On On 0On Off Off Disable off Off
24 on On Down Auto  Auto 100 100 Full Full On On 0On Off Off Disable off off
MOD_1 On On  Down Auto Auto 1000 100 Full Ful ©On On On off Off Disable Off off
MOD_2 On On  Down Force Force 1000 100 Full Ful On -— On off Off Disable Off off

Figure 6-13. Port Status screen.

Table 6-9 describes the parameters shown in Figure 6-13.

Table 6-9. Port Status screen parameters.

Parameter Description

Port Lists the port number 124, or MOD_1-MOD_2.

State Display Config and Actual port status as On or
Off.
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Table 6-9 (continued). Port Status screen parameters.

Parameter Description

Link Down is No Link, and Up is Link.

Negotiation Display the Config and Actual values for auto-
negotiation mode: Auto, Force, or NWay.

Speed Display the Config and Actual: 1000 Mbps, 100
Mbps, or 10 Mbps speed. Ports 1-24 are 10-/
100-Mbps, Ports 25-26 are 10-/100-/1000-Mbps
(depending on the modular card used).

Duplex Display Config and Actual full duplex or half-
duplex mode.

Flow Control Full: Display the flow control status as On or Off

in full duplex mode.

Half: Display the backpressure as On or Off in
half-duplex mode.

Actual: Display the actual flow control setting:
On or Off.

Rate Control

Display the actual rate control setting.

Ingr: Display the port effective ingress rate of the
user setting.

Egr: Display the port effective egress rate of the
user setting.

Priority

Display the port static priority status of High,
Low, or Disabled.
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Table 6-9 (continued). Port Status screen parameters.

Parameter Description
Security Display the port security as On or Off.
Broadcast Filtering The broadcast filtering setting is either On or Off.

6.5.5 PORT STATISTICS

The Port Statistic screen provides a summary of the current switch’s status. See
Figure 6-14. To get to this screen, click on Port Statistics in the Port Mgmt menu
(see Figure 6-4).

Port Statistic

Port State Link TrGoodPkt TxBadPkt RxGoodPkt RxBadPkt TrAbort Collision DropPkt
) an Down o o o o 0 o o
2 an Down o o o o ] o o
g on Down o o o o ] o o
4 On  Down 0 t} 0 0 ] 0 0
S On  Down 0 0 i} [t} ] 0 0
f on Down 0 1] 1] 0 0 u] 1]
7 on Daown o 1] o 1] 0 u] o
8 on Dawn o o o 1] 0 u] o
g an Down o o o o 0 o o
10 on Down o o o o ] o o
ilAT on Down o o o o ] o o
12 an Daown o o o o 0 u] o
13 an Down o o o o 0 o o
14 on Down o 1] 1] 1] 0 u] 1]
15 on Daown 1] 1] o 1] ] u] o
16 an Down o o o o a u] o
17 an Down o o o o 0 o o
12 an Up 7210 o 16773 o ] o 9244
19 on Down o o o o ] o o
20 an Daown o o o o 0 o o
il an Down o o o o 0 o o

Reset

Figure 6-14. Port Statistic screen.

Table 6-10 describes the fields shown in Figure 6-14.
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Table 6-10. Port Statistic screen parameters.

Parameter Description
Port Displays the port number (1-24).
State Displays the port’s state (On or Off).
Link Displays the link’s state (Up or Down).
TxGoodPkt Lists the number of good packets transmitted.
TxBadPkt Lists the number of bad packets transmitted.
RxGoodPkt Lists the number of good packets received.
RxBadPkt Lists the number of bad packets received.
TxAbort Lists the number of data packets aborted.
Collision Lists the number of collisions on the network.
DropPkt Lists the number of packets dropped.
Reset button Click on this button to reset the settings.

6.6 Bridge Management

6.6.1 FILTERING
IGMP Snooping

The switch supports IP multicast. You can enable IGMP on the Web management’s
switch setting advanced page (see Figure 6-15), then display the IGMP snooping
information in this page. To get to this page, click on Filtering in the Bridge Mgmt
menu (see Figure 6-4). You can view different multicast group, VID, and member
ports here. IP multicast addresses range from 224.0.0.0 to 239.255.255.255.

The Internet Group Management Protocol (IGMP) is an internal protocol of the
Internet Protocol (IP) suite. IP manages multicast traffic by using switches, routers,
and hosts that support IGMP. Enabling IGMP allows the ports to detect IGMP
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queries, report packets, and manage IP multicast traffic through the switch. IGMP
has three fundamental types of messages: query, report, and leave group.

Query: A message sent from the querier (IGMP router or switch) asking for a
response from each host belonging to the multicast group.

Report: A message sent by a host to this querier to indicate that the host wants
to be or is a member of a given group indicated in the report message.

Leave Group: A message sent by a host to the querier to indicate that the host
has quit to be a member of a specific multicast group.

Snooping]  [Static MAC Addresses]  [MAC Filtering]

Filtering and Forwarding
Multicast Group
Ip_Addrass VID MemberPort

224.000.000.002. ] Rt e
138.256.255.250 1] R

IGMP Protocol: |Enable |

IGMP Query Mode: |futo  ~v|
#aply |

Figure 6-15. Filtering and Forwarding screen, IGMP Snooping.

Table 6-11. IGMP Snooping parameters.

Parameter Description

IGMP Protocol Select Enable or Disable from the drop-down
menu.

IGMP Query Mode Select Auto, Enable, or Disable from the drop-

down menu. Auto automatically determines if the
IGMP query needs to be sent, Enable sends the
IGMP query to members, and Disable sends no

queries to members.

Apply Click on this button to save your selections.
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Static MAC Address

When you add a static MAC address, it is stored in the switch’s address table
regardless of whether the device is physically connected to the switch. This saves
the switch from having to re-learn a device’s MAC address when the device is
disconnected or powered off and then activated on the network again. Figure 6-16
shows the Filtering and Forwarding screen with the Static MAC Addresses option
selected. To get to this screen, select Filtering from the Bridge Mgmt menu (see
Figure 6-4) and click on Static MAC Addresses at the top of the screen that appears
in Figure 6-16.

[IGMP Snooping]  [Static MAC Addresses] [MAC Filtering]

Filtering and Forwarding

MaC Address PORT WID

000k01020304

Mac Address : !

Port num : |
Vlan 1D : :

Add| Delete | Help |

Static addresses currently defined on the switch are listed below. Click Add to add a new static entry to the address table.
Figure 6-16. Filtering and Forwarding screen, Static MAC Addresses.

Table 6-12. Static MAC Addresses screen parameters.

Parameter Description

MAC Address In the MAC address box, type the MAC address
to and from which the port should permanently
forward traffic, regardless of the device’s network
activity.

Port num. In the drop-down menu, select a port number.
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Table 6-12 (continued). Static MAC Addresses screen parameters.

Parameter Description

VLAN ID If tag-based (IEEE 802.1q) VLANS are set up on
the switch, static addresses are associated with
individual VLANSs. Type the VID (tag-based
VLAN) associated with the MAC address.

Add button Click on this button to save the selections.
Delete button Click on this button to delete the selections.
Help button Click on this button for help.

MAC Filtering

MAC address filtering allows a method to restrict unauthorized access by checking
each MAC address before allowing it to connect to the network. This provides an
additional layer of control in that only stations with registered MAC addresses can
connect. This approach requires that the list of MAC addresses be configured.
Traffic is filtered based on the destination address. To get to the screen shown in
Figure 6-17, click on Filtering in the Bridge Mgmt menu (see Figure 6-4), then
click on MAC Filtering at the top of the screen that appears.

[IGMP Snooping]  [Static MAC Addresses]  [MAC Filtering]

Filtering and Forwarding

Mac Address : |

¥lan ID : [

Add| Delete | Help |

Specify a MAC address to filter

Figure 6-17. Filtering and Forwarding screen, MAC Filtering.
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Table 6-13. MAC Filtering parameters.

Parameter Description

MAC Address In the MAC Address box, type in the MAC
addresses that are to be filtered.

VLAN ID If a tag-based (802.1q) VLAN is set up on the
switch, type the VID associated with the MAC
address in the VLAN ID box.

Add button Click on this button to select a MAC address to
filter.

Delete button Choose the MAC address that you want to filter
and then click on this button.

Help button Click on this button for help.

6.6.2 SPANNING TREE

The Spanning Tree Protocol (STP) is a standardized method (IEEE 802.1d) for
avoiding loops in switched networks. When STP is enabled, it ensures that only one
path at a time is active between any two nodes in the network. We recommend that
you enable STP on all switches to ensure that only a single active path in the
network exists.

1. From the Spanning Tree Configuration menu (Figure 6-18), you can create a
new value for the STP parameter and then click on the Apply button to set it.
You can view spanning tree information for the root bridge from the same
screen. To get to this screen, click on Spanning Tree in the Bridge Mgmt
menu (see Figure 6-4), then click on System Configuration at the top of the
screen that appears. The System Configuration parameters are described in
Table 6-14.
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System Configuratior [PerPort Configuration]

Spanning Tree Configuration
Configure Spanning Tree Parameters

STP State v

Priority (0-65535) [32
Max Age {6-40) |20

Hello Time (1-10) |2

Forward_Delay Time{4-30) 15

Apply |

Spanning Tree Configuration
Priority 32760
Mac Address 00S0bfi24ban
Root_Path_Caost 10
Root Port PORT12
Max Age 10
Hello Time 2
Forward Delay 7

Figure 6-18. Spanning Tree screen, System Configuration.

Table 6-14. System Configuration parameters.

Parameter Description

STP State Check this box to enable, or uncheck it to
disable, STP state.

Priority Type in a number between 0 and 65535.

Max. Age The Max. Age value is the number of seconds a
bridge waits without receiving Spanning Tree
Protocol configuration messages before
attempting a reconfiguration. Type in a time in
seconds from 6 to 40.

Hello Time The Hello time value is the number of seconds
between the transmissions of Spanning Tree
Protocol configuration messages. Type in a time
in seconds from 1 to 10.
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Table 6-14 (continued). System Configuration parameters.

Parameter

Forward Delay Time

The Forward Delay Time is the number of
seconds a port waits before changing from its
Spanning Tree Protocol learning and listening
states to the forwarding status. Type in a time in
seconds from 4 to 30.

Apply button

Click on this button to save the selections.

2. You can view a switch’s spanning tree status from the STP Port Status screen
(Figure 6-19). This screen appears when you click on Apply in Figure 6-18.

Porthum
PORT1
PORTZ2
PORT3
PORT4
PORTS
PORTE
PORT?
PORTE
PORTS
FORT10
PORT11
PORT12
FORT12
PORT14
FORT1S
FORT16
PORT17
FORT18
PORT19
PORTZ0
PORTZ1
PORTZ2
FORTZ2
PORT24
MOD_1
MOD_2

Figure 6-19. STP Port Status screen.

STP Port Status

PathCost Priority
10 128
10 128
10 128
10 128
10 128
10 128
10 128
10 128
10 128
10 128
10 128
10 128
10 128
10 128
10 128
10 128
10 128
10 128
10 128
10 128
10 128
10 128
10 128
10 128
4 128
4 128

PortState
FORWARDING
FORWARDING
FORWARDIMNG
FORMW/ARDING
FORW/ARDING
FORWARDING
FORWARDIMNG
FORMARDING
FORMIARDING
FORWARDIMNG
FORWARDIMNG
FORMW/ARDING
FORWARDING
FORW/ARDING
FORWARDIMNG
FORWARDING
FORWIARDING
FORWARDING
FORWARDIMNG
FORWARDING
FORW/ARDING
FORW/ARDING
FORWARDIMNG
FORWARDIMNG
FORMIARDING
FORWARDING
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Table 6-15. STP Port Status screen parameters.

Parameter Description

PortNum Displays the port number (1—24) or the module
number (MOD_1-MOD_2).

PathCost PathCost is used to determine which ports are
the forwarding ports. The lowest numbers
assigned are the forwarding ports, and the range
is between 1 and 65535. Default PathCost
values are: 50—600 for 10 Mbps, 10-60 for 100
Mbps, and 3—10 for 1000 Mbps.

Priority The priority value is a value used to identify the
root bridge. The bridge with the lowest value has
the highest priority and is selected as the root
bridge. Enter any number from 1 to 65535.

PortState When Spanning Tree is enabled and the port
must choose between multiple paths to transmit
the data to the destination, this setting blocks
one port and allows data to be sent from a
forwarding port.

3. From the Spanning Tree Configuration menu (Figure 6-20), click on PerPort
Configuration to configure STP parameters on each port, then click on the
Apply button.

[System Configuration] [PerPort Configuration]

Spanning Tree Configuration

Configure Spanning Tree Port Parameters

Path Cost Priority
Port Number (1-65535; {0 - 255;
Default 10) Default 128)
T - |
PORTZ — = e —
|PORTS [0 [128
;PORT-@
|PoRTS |
Apply ! Help J
STP Port Status
PortNum PathCost Priority PortState
PORT1 10 1ze FORMWARDING
PORTZ 10 1z FORWARDING
PORT3 10 122 FORWARDING
PORT4 10 1zg FORWARDING
PORTS 10 128 FORWARDING
PORTS 10 128 FORWARDING

Figure 6-20. Spanning Tree Configuration, PerPort Configuration.
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Table 6-16. PerPort Configuration parameters.

Parameter Description

Port Number Select PORT1-PORT24 from the drop-down
menu.

Path Cost Type in a number (1-65535) for the port’s path

cost. The switch then determines which ports are
the forwarding ports. The default values based
on IEEE 802.1d are:

10 Mbps: 50-600

100 Mbps: 10-60

1000 Mbps: 3-10

Priority You can make the port more or less likely to
become the root port. The range is between
0-255. Its default setting is 128. The lower the
number, the higher the priority.

Port State When Spanning Tree is enabled (STP State is
checked in Figure 6-18) and the port has multiple
choices of paths to transmit the data to the
destination, this setting blocks one port and
allows data to be sent from a forwarding port.

Apply button Click on this button to save the settings.

Help button Click on this button for help.
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6.6.3 VLAN CONFIGURATION

A Virtual LAN (VLAN) is a logical network grouping that limits the broadcast
domain. It allows you to isolate network traffic so that members of a VLAN receive
traffic only from members of the same VLAN. Basically, creating a VLAN in a
switch is logically equivalent to reconnecting a group of network devices to another
Layer 2 switch. However, all the network devices are still physically plugged into the
same switch. The switch supports no VLAN, port-based VLAN, or 802.1q (protocol-
based) VLAN in the Web management page. In the default configuration, VLAN
support is disabled. To get to the VLAN Configuration screen shown in Figure
6-21, click on VLAN Configuration in the Bridge Mgmt menu (see Figure 6-4).

VLAN Configuration

WLAN Operation Mode; 802.1Q

o WLAN

[[Enable GWRP ProtociPort Based VLAN
K

Figure 6-21. VLAN Configuration screen.

NOTE

Each time you change the VLAN mode, you’ll need to reboot the switch
for the changes to take effect.

Table 6-17. VLAN Configuration parameters.

Parameter Description

VLAN Operation Mode From the drop-down menu, select No VLAN,
Port Based VLAN, or 802.1Q.

Enable GVRP Protocol Check this box to enable the protocol, or
uncheck the box to disable it.
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The VLAN Configuration screen has three options in the VLAN Operation Mode
field: No VLAN, Port Based VLAN, and 802.1Q). It also has a checkbox for GVRP
Protocol. No VLAN and Port Based VLAN are described next. If you want to use
Protocol Based VLAN (IEEE 802.1v), you must enable the IEEE 802.1Q standard
first by selecting it from the drop-down menu in Figure 6-21 and checking the
Enable GVRP Protocol box in this screen. When you select IEEE 802.1Q), you have
a choice of either Basic (Figure 6-23) or Port VID (Figure 6-24) screens.

No VLAN
When you select No VLAN in Figure 6-21, no VLANS are active.
Port Based VLAN

When you select Port Based VLAN from the drop-down menu in Figure 6-21,
Figure 6-22 appears. Packets can go only among members of the same VLAN

group.

NOTE

All unselected ports are treated as belonging to another single VLAN. If
the port-based VLAN is enabled, the VLAN tagging is ignored.

YLAN Configuration

WLAN Operation Mode: |Part Based vLAN "

Enable GVRP Protocol @ [
VLAN Information

Add| Edit| Delete | FPrePage | MestPage | Help |

Figure 6-22. Port Based VLAN screen.

Table 6-18 described the port based VLAN parameters.
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Table 6-18. Port Based VLAN parameters.

Parameter Description
VLAN Operation Mode Port Based VLAN is selected.
Enable GVRP Protocol Check this box to enable the protocol, or

uncheck the box to disable it.

VLAN Information Type in the VLAN name, Group ID, and select
the members for the new