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1. Introduction

24+2G switch is a high performance web-managed SNMP Layer 2 switch that provides
users with 24 10/100Mbps Ethernet and 2 1000Mbps Gigabit ports. This Switch has
SNMP management and remote control capabilities. The Gigabit module, which can be
copper or fiber media, supports 1000BASE-SX, 1000BASE-LX or 1000BASE-T,
allowing users to increase their network response time at gigabit speeds and with great

flexibility. A RS-232 serial port provides an easy way for installation and initial set-up.

Non-blocking and maximum wire speed performances are designed on all ports. The
Switch not only supports Auto-Negotiation, but also Auto-MDIX function on all
switched 24 10/100M RJ-45 ports and two Gigabit Copper ports in both half or full
duplex mode. The Auto-MDIX function makes it convenient for the user, because it

eliminates cabling on straight-line or cross-line issues.

24+2G switch provides a convenient way to operate layer 2 management through the
browser. The User-friendly drop-down menu allows the user to easily learn, control and
monitor. It supports not only traditional SNMP function, but also RMON 1,2,3.9 groups

for advanced network analysis.

The Switch also supports both port-based VLAN and Tag-based. To increase bandwidth
application, it supports 7 groups with up to 4 ports Trunk, and moreover, these trunk
ports provide fair-over function to provide back up when one or more ports

malfunction.

Totally front access design and full LED status display ease user’s installation and
inspection and maintenance efforts at rackmount environments. The extra LED

display reflecting the fan status allows for quick diagnosis of over-heat issues.



1.1 Unpacking

Open the shipping carton of the Switch and carefully unpack its contents, the carton

should contain the following items:

One 24+2G, 24 port Fast Ethernet Layer 2 Switch.
Mounting Kit: 2 mounting brackets and screws
Four rubber feet with adhesive backing.

One AC power cord.

One RS-232 cable

This User’s Guide (Disk or CD).

1.2 Installation

You can use the following guidelines when choosing a place to install the Switch.

® The surface must support at 3 kg. Do not place heavy object on the Switch.

Visually inspect the power cord and AC power connector.
® Make sure that there is proper heat dissipation form and adequate ventilation

around the Switch.

Desktop or Shelf Installation:

When installing the Switch on the desktop of shelf, the rubber feet included with the
device should first be attached. Attach these cushioning feet on the bottom at each
corner of the device. Allow adequate space for ventilation between the device and the

objects around it.

Rack Installation:

The 24+2G switch can be mounted in an ELA standard-sized, 19-inch rack, which can
be placed in a wiring closet with other equipment. To install, attach the mounting
brackets on the switch side panels(one on each side ) and secure them with the screws
provided. Then, use the screws provided with the equipment rack to mount the switch

on the rack.



Power on:

The 24+2G switch can be used with an AC power supply 90-260V AC, 50-60Hz. The
AC power connector is located at the rear of the unit. The switch’s power supply will
adjust to the local power source automatically and may be turned on without having any

or all LAN segment cables connected.

After the power switch is turned on, the LED indicators should respond as fallows:

® All LED indicators will momentarily blink. This blinking of the LED indicators

represents a reset of the system.

® The power LED indicator will blink while the Switch loads onboard software and
performs a self-test. After approximately 20 seconds, the LED will light again to
indicate the switch is in a ready state.

® The Speed, Link/Activity LED indicator may remain ON or OFF depending on

every ports’ situation.

® The fan LED will be valished if fan works normally, or LED goes RED if fan stop
or failed.



1.3 Initial set up for management

There are two management ways can be chosen, one is out-of-band management, you
work this way with a PC and connect your PC and switch through RS232 cable. The
other way is in-band-management, you also work with a PC but connect your PC and
switch through ethernet network no matter local or remotely, or simply directly connect
your PC and switch through a ethernet cable. Before you activate the management
function with the Switch, you have to read the instructions below carefully and do some
proper setting to insure you can access the switch through your PC, then the switch

devices will be replied or responded correctly as you wish.

1.3.1 Out-of-band Terminal-mode Management

First, turn on your PC and execute with terminal mode program, such as, if you are in
Microsoft Window environment, you may choose “super terminal “ from programs that

are listed for communication. Then follow the steps below:
Step 1: Set Hyper Terminal parameters on your PC

Bits Rate per second = 9600
Parity = None

Data Bits = 8

Stop Bit =1

Flow Control = None
Step 2:

After setting the above on the PC, then connect your switch device with RS 232 cable,
then type the “enter” key, then, the device will response the Main Menu to you and ask
you answer the username and password. Then, Type the default value for the username

2

and password to get further service, the default username is ” admin ~ and default
password “ 123 “. To know more about operation in this mode, please refer the

instructions in chapter 4 of this manual to perform all function you want.
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password:

1.3.2 In-band management through ethernet

In addition to terminal mode operation, 24+2G switch also supports in-band
management through browser, this function is much more user-friendly than terminal
mode, because it can be operated through mouse on the PC screen and moreover it can

be performed either locally or remotely through ethernet.
Before you can access the switch, you have to know following things.

First you have to know the IP Address and Subnet Mask of both your switch and your
PC. The default value of the IP Address and Subnet Mask within the switch can be
got through terminal mode operation described in chapter 4, while the IP Address and

Subnet Mask of PC can be found in your PC system.

Second, in general, within a network, the members in the same network domain must
have the same Subnet IP unless there are routers between them, or, members in the same
network domain can’t talk to each others, so make sure the communication members

in the same domain must have different IP Addresses and same Subnet Mask.

Third, If there is a DHCP server in the network domain, be sure to enable the DHCP
function both on your PC and the switch, then save the setting and reboot the switch
again (power-off-and—on once), DHCP server and its protocol will automatically assign
IP address and related IP Subnet Mask and Default gateway, under this condition, you
can execute your browser program in your PC and simply type http:// IP-Address-of-
switch to access the switch through ethernet or over internet.  But if there is no DHCP

in the network, then you must follow the steps instructed below:



When there is no DHCP server in your network domain, according to the concept
described above, you must modify either the PC side or switch side to match the rule
“ the communication members in the same domain must have different IP
Addresses and same Subnet Mask. “, below, we try to state the steps if we modify the
content of IP configuration within the switch to match the domain requirement of the

PC:

Step 1: Get the IP configuration information in your PC

Step 2: Get IP configuration value used for switch from your network manager.

Get an IP Address for your switch, get IP Subnet Mask, and get default gateway IP

address (if needed) from your network manager.

Step 3: Modify the IP configuration value within the switch to match the rule

In the step 3, you must use the data that get from step 2 to modify the default value
within the switch, to achieve this, use terminal mode operation mentioned in 1.3.1.
After modifying the IP address, Subnet Mask, Default Gateway in the switch, then save
the setting and execute the browser program with http:// IP_ Address _of switch, then
you may access the switch with following dialogue below. Then type user name and
password to get further service. To find out more operation in this mode, please refer the

instructions in chapter 3 of this manual to perform all function you want.
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1.3.3 Telnet management

In addition to local terminal mode operation, 24+2G switch supports remote
management through Telnet over network or even over internet for those environment
without browser. In this mode, user also has to do the same setting as required in in-
band management to the IP Configuration before executing the Telnet program. Again,
after proper setting to the switch, save the setting and connect your Ethernet cable from
your PC to any port of the ethernet Switch, then you can simply typing as following at

the command line to access the switch:
Telnet IP_Address_of Switch
The following dialogue below appears. Type user name and password to get further

service. To find out more operation in this mode, please refer the instructions in chapter

3 of this manual to perform all function you want.

8 Telnet- 1921681 237 oy s .

EEC) ERBE SEED B

User Interface

Intelligent 24 + 2 Switch

username :

password:
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1.4 LED indicators information

There are many LEDs on the front panel of switch, after the power on, these LEDs will

reflect the current status truely within the switch, we explain below:

There is one power LED on the left side of front panel, whenever power is applied, it
lights with green, below it, there is Diagnostic LED, it will go blinking during the
power-on diagnostics. There are two more FAN status LEDs aside the power LEDs, the
upper one indicate the left fan status inside the switch, it vanishes when fan works
normally, and will goes RED while fan is stop or with malfunction, the lower one
indicates the same for the fan at right side within the switch.

Each RJ-45 of 10/100M is with two LEDs built-in on its upper corner, left one indicates

link status and activity, while the right one indicates the speed information.

Each RJ-45 of 10/100/1000M for gigabit module (optional) is somewhat different.
Upper yellow LED indicates for 10M LINK, middle green LED indicates for 100M
LINK, but for 1000M, or Gigabit, both upper and middle LEDs are lit when gigabit port
is link with other Gigabit port..

LED Color [Status
Solid Blinking
Power Green |Turn solid green when power is |N/A
applied to this device.
DIAG Green |Successful diagnostic. during power on diagnostics
FAN Red |Left side fan fail. N/A
LINK/ACT| Green |Successful connection with Fast |[Sending , Receiving or
Ethernet. collosion packets
10/100M | Green [Successful connection with N/A
100Mbps Fast Ethernet.
Vanish [Successful connection with N/A
10Mbps Fast Ethernet.

-12 -



2. Web Management Function

2-1. Web Management Home Overview

This is a Home Page.

MENU
Heamie
"Fﬂl‘t lafg
Post Salstics
".l.&'rﬂllrllnr
TP Updata rr-nlln;
__l:lu-lf-prihn Eaibup E
Hamark Sypwtum i
"I.Hm-ut

At this page, you may see the link status from image of front panel, every port will be
with a connector icon if this port is really linked with others, you also may click the

function that listed at left. Below are the explanation of each function:

2-2. Port status

2-3. Port Statistics

2-4. Administrator

2-5. TFTP Update Firmware
2-6. Configuration Backup
2-7. Reset System

2-8. Reboot
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2-2. Port status

This page provides current status of every port that depends on user’s setting and the

negotiation result.

Port Status & A

Tha F-nlnulnp Irfomnabion prosldees & slew of the cument ghafug of the wirst

POAT1| On on 1 100 1an Full off | Off | Disakila off
PORTZ | On | On [Down| Suto [Auto | 100 | 200 [ Ful | Ful [On on] On | OF | OF |Disabla| OfF
PORTE | On | On [Down Suto |Sutc | 100 | 200 | Fdl | Full [Onjon| on | of | off [Disable| off
POAT4 | On On [Downl Suto | futo | 100 | 200 Full | Full [ On )l On | Om Off | Off | Dizabla off
PORTS | On | On |Down| &uto |Auto] 100 | 100 | Ful | Ful [onlon| on | o | or [Disabie] om
POAETE| On (a1 Up | Suto | Suto | 100 100 | Full Full |On ) On | Om off Off |Disabka oiff
PCATY | On | On |Down| Auto |futo| 100 | 200 | Ful | Full |[On|On| On | OF | OF |Dizabl]| OF
PoRTE | On | On [Down &uto [Auto| 100 | 200 [ Ful [ Ful [onlon] on | o | OF [Disabke| OfF
POATE | on | On |Downl Auto |sutc | 100 | 200 | Full [ Ful [OnoOn| On | OF | OF |Disabla| oOff
PORTLO] On | On |Down| Auto [Auto | 100 | 200 | Ful | Ful |On|On| On | OF | OF |Disable| OF
PORTLL| On | On [Down Sato | soto | 100 | 200 | Ful | Fell [Onjon| on | off | Of [Dizable| of
PORTLZ| On | on [Dowe] fate [sote | 100 [ 200 | Full [ Full [Onfon| on | off | Of [Disabla]  Off
PORTL3| On | On |Down| Auto |Auto] 100 | 200 | Ful | Full [On|On| On | OF | OF |Disable| off
PoRTE4] On | On |Downl Auto [suto | 100 | 200 | Ful | Ful [onfon] on | off | OF [Disablke| Off
PORTLS| On | On [Down futn [Arto | 100 | 100 | Full | Full [On|On] On | Of | Of |Disable| Off
PORT16| On | On |Down Auto [Auto | 100 | 200 | Ful | Ful [On|on] On | OF | OF |Disabla| OF
PORTL?| On | On |Down Suto |Sutc | 100 | 200 | Ful [Ful [Onon| on | OF | Off |Disabk | oOff
PORT18| On | On [Down] Sute | fute | 100 [ 200 | Ful | Full [on]on| on | Off | OF |Disable |  OF
PORT19] On | On |Down| Auto |Auto] 100 | 200 | Ful | Full |On]on| On | of | of |Disabla] o
PORTZOl On on |Downd Suto [sate | 100 | 100 | Ful | Full [OnlOnl On off off |Disabla off

1. State: Display port statuses: disable or enable. “Unlink” will be treated as “off .

2. Link Status: Down means “No Link”, UP means “Link”.

3. Auto Negotiation: Display the auto negotiation mode: auto/force/nway-force.

4. Speed status: Display 1000Mbps or 100Mbps or 10Mbps speed, port 1- 24 are

10/100Mbps, Port 25-26 are 10/100/1000Mbps.
5. Duplex status: Display full-duplex or half-duplex mode.

6. Flow Control: Full: Display the flow control is enabled or disabled in full mode.
Half: Display the backpressure is enabled or disabled in half mode.
7. Rate Control: Display the rate control setting.
Ingr: Display the port effective ingress rate of user setting.
Egr: Display the port effective egress rate of user setting.
8. Port Security: Display the port security is enabled or disabled.
9. Config: Display the state of user setting.
10. Atual: Display the negotiation result.

-14 -



2.2.1 single port counter and status as flows

User can also click the any port directly on the front panel of Home Page

to get single port Status which is shown below.

3 Fort & Statuz - Network Ports Information - [ =] B4

a]

]|
Up
Mone
DEFALILT
1429
]
1701
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2-3. Port Statistics

The following information provides a view of the current status of the whole unit.

Press “Reset” button to clean all count.

TP e

Port Statistics &,

The following inforrnation provides a view of the current status of the unit,

Port State|Link |TxGoodPkt TxBadPkt|RxGoodPkt RxBadPkt TxAbort|Collision DropPkt
PORETL | On |Down ] ] ] 0 0 ] d
PORTZ | On |Down ] 1] ] ] ] 1] ]
PORTZ | On |Down ] ] ] ] ] 1] ]
PORT4 | On |Down ] ] ] ] 0 ] ]
PORTS | On |Down 8] ] ] ] ] ] ]
PORTG | On (W] 11639 ] 12896 ] ] ] 4073
PORT? | On |Down ] ] ] ] 0 ] 0
PORTE | On |Down ] ] ] ] ] 1] ]
PORTS | On |Down ] H] ] ] ] ] ]
PORT10[ On |Down ] ] ] 0 0 ] ]
PORT11| Cn |Down ] ] ] ] ] ] ]
PORT1Z2| On |Down ] ] ] ] ] 1] ]
PORT1Z{ On |Down ] ] ] 0 0 ] ]

- 16 -




2-4. Administrator

There are many management functions can be set or performed if you click the

Adminisatrtor on Home Page, including:

IP address/Subnet Mask/Gateway
Switch settings

Console port information

Port controls

Trunking

Filter database

VLAN configuration

Spanning tree

Port Sniffer

SNMP/Trap Manager

Security Manager

L 2R 2R 2R 2K 2R 2K 2R 2% 2R 2% 2R 4

802.1x Configuration

2-4-1. IP Address/Subnet Mask/Gateway

User can modify the IP Settings by filling with the new value, then clicks “apply”
button to confirm(save) his setting, then he must reboot switch, then new IP
configuration Value are activated. [note] If any of the value is changed in this field,

reboot is necessary.

SetIP Addresses o _rg, i

DHCP : | Digable =

1P Address |97 162 233100
Elilﬂ_ﬂlﬂl?ii 255.255.0

]
Gateway || 03 168973354
thr| Helnl

-17 -



2-4-2 Switch Setting

2-4-2-1 Basic
All information in Basic are all read only, user can’t modify its contents.

Description: Display the name of device type.

MAC Address: The unique hardware address assigned by manufacturer (default)
Firmware Version: Display the switch’s firmware version.

Hardware Version: Display the switch’s Hardware version.

Default config value version: Display write to default EEPROM value version.

Switch Settings o A

Module Info Advanced

Intelligent 24+2 Switch
Q04063309988

w3

A07.00

w1.00

2-4-2-2 Module Info

All information in this field are read only, user can’t modify its contents, it is only to

display the module card information.

Switch Settings RE o

Module Info Advanced

TYPE DESCRIPTION
100Tx|100Tx-approve
100Tx|MFA

- 18 -



2-4-2-3 Advanced
€ Miscellaneous Setting:

MAC Address Age-out Time: Type the number of seconds that an inactive MAC address
remains in the switch's address table. The valid range is 300~765 seconds. Default is 300

seconds.

Max bridge transit delay bound control: Limit the packets queuing time in switch. If
enable, the packets queued exceed will be drop. These valid values are lsec, 2 sec, 4 sec

and off. Default is 1 seconds.

NOTE: Make sure of “Max bridge transit delay bound control” is enabled before enable
Delay Bound, because Enable Delay Bound must be work under “Max bridge transit delay

bound control is enabled” situation.

Broadcast Storm Filter: To configure broadcast storm control, enable it and set the upper
threshold for individual ports. The threshold is the percentage of the port's total bandwidth
used by broadcast traffic. When broadcast traffic for a port rises above the threshold you set,
broadcast storm control becomes active. The valid threshold value are 5%, 10%, 15%, 20%,
25% and off.

PR oW

Switch Settings & o

U

of

Module Info Advanced

Enter the settings, then click Submitto apply the changes on this page.

¥ mac Table Address Entry
Age-0ut Time: |3DD seconds (300~765, must multiple of 2)

Max bridge transmit delay bound control; I':'FF 'I
WV Enable Low Queue Delay Bound --—-- Max Delay Time: |255 {1~255, 2ms/unit)

Broadcast Storm Filker Mode: IC'FF 'I

€ Priority Queue Service settings:

-19-



First Come First Service: The sequence of packets sent is depending on arrive orders.

All High before Low: The high priority packets sent before low priority packets.

WRR: Weighted Round Robin. Select the preference given to packets in the switch's
high-priority queue. These options represent the number of high priority packets
sent before one low priority packet is sent. For example, 5 High : 2 Low means
that the switch sends 5 high-priority packets before sending 2 low- priority
packets.

Enable Delay Bound: Limit the low priority packets queuing time in switch. Default
Max Delay Time is 255ms. If the low priority packet stays in
switch exceed Max Delay Time, it will be sent. The valid range
is 1-255ms.

Qos Policy: High Priority Levels: 0~7 priority level can map to high or low queue.

Collisions Retry Forever:

Disable — In half duplex, collision-retry maximum is 48 times and packet
will be dropped if collision still happen.

Enable — In half duplex, if happen collision will retry forever.

802.1x Protocol: Enable or disable 802.1x protocol.

-20 -



Priarity Queue Service:
802.1p Priority

¥ Fisrt Come First Service

O all High before Low

O WRR ————- High weight: IE Low weight: |1

Qos Policy: High Priority Levels

Cieveld [Clevell [Mlevelz [Dilevelz W Leveld W Levels W lLevels M Level?

Collisions Retry Forever: IDisahIe "I
802.1x Protocol : IDisabIe 'I

Apply Default | Help |

2-4-3 Console Port Information

Console is a standard UART interface to communicate with Serial Port.

User can use windows HyperTerminal program to link the switch. Connect To ->

Configure:

Bits per seconds: 9600
Data bits: 8
Parity: none
Stop Bits: 1

Flow control: none

Console Information o g
Baurate({hitsfsec) 9a00
Data Bits 8
Parity Check none
Stop Bits 1
Flow: Control none

-21 -



2-4-4 Port Controls

User may modify or change mode operation in this page.

Port Controls Aw

Egg% nable 7] [ao =] [100 =] [Fur =]

o | Disable ||

g g O 1

Up  |Auko  JAuto 100 Dizable |Off

1. State: User can disable or enable this port control.
2. Auto Negotiation: User can set auto negotiation mode is Auto, Nway (specify the
speed/duplex on this port and enable auto-negotiation), Force of per port.
3. Speed:
User can set 100Mbps or 10Mbps speed on Port1~Port24.
User can set 1000Mbps, 100Mbps or 10Mbps speed on Port25~Port26 (depend
on module card mode).
4. Duplex: User can set full-duplex or half-duplex mode of per port.
5. Flows control:
Full: User can set flow control function is enable or disable in full mode.
Half: User can set backpressure is enable or disable in half mode.
6. Rate Control: portl ~ port 24, supports by-port ingress and egress rate control. For
example, assume port 1 is 10Mbps, users can set it’s effective egress rate at 1Mbps and
ingress rate at S00Kbps. Device will perform flow control or backpressure to confine

the ingress rate to meet the specified rate.

Ingress: Type the port effective ingress rate. The valid range is 0 ~ 1000. The unit is
100K.
0: disable rate control.
1 ~ 1000: valid rate value

-22 -



Egress: Type the port effective egress rate. The valid range is 0~1000. The unit is
100K.
0: disable rate control.
1 ~ 1000: valid rate value.

. Port Priority:
. Port Security: A port in security mode will be “locked” without permission of address

learning. Only the incoming packets with SMAC already existing in the address table
can be forwarded normally. User can disable the port from learning any new MAC
addresses, then use the static MAC addresses screen to define a list of MAC addresses
that can use the secure port. Enter the settings, then click Apply button to change on

this page.

-23-



2-4-5 Trunking

The Link Aggregation Control Protocol (LACP) provides a standardized means for
exchanging information between Partner Systems on a link to allow their Link Aggregation
Control instances to reach agreement on the identity of the Link Aggregation Group to
which the link belongs, move the link to that Link Aggregation Group, and enable its
transmission and reception functions in an orderly manner. In conclusion, Link aggregation
lets you group up to eight consecutive ports into a single dedicated connection. This feature
can expand bandwidth to a device on the network. LACP operation requires full-duplex

mode, more detail information refers to IEEE 802.3ad

2-4-5-1 Aggregator setting

Trunking o

Aggregator Setting Aagqgregator infu'ii_i'atin’i'l

System Priority
1
Group ID |Grnup1 LI == Get

Lacp |Enab|e LI

Work Ports |4

PORTT << Add <=_| FORTS |a
PORTZ PORTE
FORT3 FORTT
PORT4 __Remove>> | FORTS
PORTY
FORT10O
FORT11
PORT12
PORT12 =]

1. System Priority: A value used to identify the active LACP. The switch with the lowest
value has the highest priority and is selected as the active LACP.

2. Group ID: There are seven trunk groups to provided configure. Choose the "group id"
and click "Get".

3. LACP: If enable, the group is LACP static trunking group. If disable, the group is local
static trunking group. All ports support LACP dynamic trunking group. If connecting to
the device that also supports LACP, the LACP dynamic trunking group will be created
automatically.

4. Work ports: Allow max four ports can be aggregated at the same time. If LACP static
trunking group, the exceed ports is standby and able to aggregate if work ports fail. If

-4 -



local static trunking group, the number must be as same as the group member ports.

5. Select the ports to join the trunking group. Allow max four ports can be aggregated at
the same time.

6. If LACP enable, you can configure LACP Active/Passive status in each port on State
Activity page.

7. Click Apply.

2-4-5-2 Aggregator Information

When you are setting LACP aggregator, you can see relation information in here.

1. This page is no group active. LACP don’t working.

Trunking 2

Aggregator information

The following information provides & view of LACP cument status.

NO GROUP ACTIVE

2. This page is Static Trunking groups.

Trunking o

Agqregator Setting Aggregator information State Activity

The fallowing information provides a view of LACP current status.

Port_MNo

Group Key |2
Port_No |9 1011 12

3. This page is Actor and Partner trunking one group.
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Aggregator Setting Aggregator information State Activity

The following infarmation provides a view of LACEP current status.

1 1

004053309953 004053303399
PORTS |514(1 selected|PORTS [S14|1
PORTE 5141 selected|PORTE [S14|1
PORTY 5141 selected|PORT? [S14|1
PORTE 5141 selected|PORTS [S141

2-4-5-3 State Activity

Active (select): The port automatically sends LACP protocol packets.

N/A (no select): The port does not automatically sends LACP protocol packets, and

responds only if it receives LACP protocol packets from the opposite device.

1. A link that has either two active LACP ports or one active port can perform dynamic
LACP trunking.
A link has two N/A LACP ports will not perform dynamic LACP trunking because both
ports are waiting for and LACP protocol packet from the opposite device.

2. If you are active LACP’s actor, when you are select trunking port, the active status will

be created automatically.
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Port |LACP State Activity |Port|LACP State Activity
1 ¥ Active 2 V¥ Active
3 ¥ active 4 W active
5 M M
7 M MNA
9 V¥ Active 10 W Active
11 ¥ active 12 W active
13 M8, 14 M
15 M7 16 My
17 M/A, 18 N/
19 M 20 M
o M/A, 20 N/
23 M8, 24 M
hh M7 26 M
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2-4-6. Filter Database

2-4-6-1. IGMP Snooping

The 24+2G switch supports multicast IP, one can enable IGMP protocol on web
management’s switch setting advanced page, then display the IGMP snooping information
in this page, you can view difference multicast group, VID and member port in here, IP
multicast addresses range from 224.0.0.0 through 239.255.255.255.

..__:"- »f_].';q‘ \1&_—-
Forwarding and Filtering R~

IGMP Snooping Static MAC Addresses MAC Filtering

Multicast Group
Ip_Address IO MemberPort

224.001.001.002
224.001.0017.003
224.001.001.004
224.001.001.005
224.001.001.006
224.001.001.007
224.001.001.008
224.001.001.009
224.001.001.010
224.001.001.011

(o I e e Y e [ e e e Y s R s e
Lo i

IGMP Protocol: | Enable vI Apply |

The Internet Group Management Protocol (IGMP) is an internal protocol of the Internet
Protocol (IP) suite.

IP manages multicast traffic by using switches, routers, and hosts that support IGMP.
Enabling IGMP allows the ports to detect IGMP queries and report packets and manage IP
multicast traffic through the switch. IGMP have three fundamental types of message as

follows:

Message Description

Query A message sent from the queries (IGMP router or switch) asking for a
response from each host belonging multicast group.

Report A message sent by a host to the queries to indicate that the host wants to be or
1s a member of a given group indicated in the report message.

Leave Group |A message sent by a host to the queries to indicate that the host has quit being
a member of a specific multicast group.
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2-4-6-2. Static MAC Address

When you add a static MAC address, it remains in the switch's address table, regardless of
whether the device is physically connected to the switch. This saves the switch from having
to re-learn a device's MAC address when the disconnected or powered-off device is active
on the network again.

Forwarding and Filterin o

IGMP Snooping Static MAC Addresses MAC Filtering

Static addresses currently defined on the switch are listed below.
Click &dd to add a new static entry to the address tahle.

Mac address PORT WID

Mac Address |

Port num IF'ORT1 "i

vlan ID |

add| Delete | Help |

. At the main menu, click administrator > Filter Database = Static MAC Address.

2. In the MAC address box, enter the MAC address to and from which the port should
permanently forward traffic, regardless of the device’s network activity.

3. In the Port Number box, enter a port number.

4. If tag-based (IEEE 802.1Q) VLANSs are set up on the switch, static addresses are
associated with individual VLANs. Type the VID (tag-based VLANSs) to associate
with the MAC address.

5. Click the Add.
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2-4-6-3 MAC filtering

MAC address filtering allows the switch to drop unwanted traffic. Traffic is filtered

based on the destination addresses.

Forwarding and Filtering & e

IGMP Snooping

0ooooooooonz2 2
oagoaooooaoos 3

Mac Address |

vlan ID |
add| Detete | Heip |

1. Inthe MAC Address box, enter the MAC address that wants to filter.

2. If tag-based (802.1Q) VLAN are set up on the switch, in the VLAN ID box, type the
VID to associate with the MAC address.

3. Click the Add.

4. Choose the MAC address that you want to delete and then click the Delete.
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2-4-7. VLAN configuration

A Virtual LAN (VLAN) is a logical network grouping that limits the broadcast domain. It
allows you to isolate network traffic so only members of the VLAN receive traffic from the
same VLAN members. Basically, creating a VLAN from a switch is logically equivalent of
reconnecting a group of network devices to another Layer 2 switch. However, all the

network devices are still plug into the same switch physically.

The 24+2G switch supports port-based, 802.1Q (tagged-based) and protocol-base VLAN in
web management page. In the default configuration, VLAN support is disable.

WLAN Operation Mode: | Mo YLAN :_I

" Enable GYRP Protocal

VLAN NOT ENABLE

€ Support Port-based VLAN

Packets can only be broadcast among only members of the same VLAN group. Note all
unselected ports are treated as belonging to another single VLAN. If the port-based VLAN
enabled, the VLAN-tagging is ignored.

WIa5Si6

{3 5005000000000000000000500000000000000000000000000000

y ; T L) i ¥
E1  Ez2 Ty M1 w2 i
i Engineeting .rJ AN hiarketing _;"
DN
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€ Support Tag-based VLAN (IEEE 802.1Q VLAN)

Tagged-based VLAN is an IEEE 802.1Q specification standard. Therefore, it is possible to
create a VLAN across devices from different switch venders. IEEE 802.1Q VLAN uses a
technique to insert a “tag” into the Ethernet frames. Tag contains a VLAN Identifier (VID)
that indicates the VLAN numbers.

VTEIZE

e S
| EREELELEC LS
[ B A prmmaber L=
-"'iﬁ -':J? 3“-
.-' :r' "l
E1 E2 1 I‘u11 MZ I
x\Enqinc—ernq MWD = 2]1 I'l.ﬂsrketqu (D =3 _.;
..-‘ -
M‘n..___..-l"' h*"'a..____.-ﬁ"

€ Support Protocol-based VLAN

In order for an end station to send packets to different VLANS, it itself has to be either
capable of tagging packets it sends with VLAN tags or attached to a VLAN-aware bridge
that is capable of classifying and tagging the packet with different VLAN ID based on not
only default PVID but also other information about the packet, such as the protocol.

24+2G switch will support protocol-based VLAN classification by means of both built-in
knowledge of layer 2 packet formats used by selected popular protocols, such as Novell
IPX and AppleTalk’s EtherTalk, and some degree of programmable protocol matching
capability.
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2-4-7-1. Port Based VLAN

B

VLAN Configuration =,

WLAR Operation Mode; |PortBased VLAN;I

[T Enable GYRP Protocol

vYLAN Information
vian1 1

add| Edit] Delete | PrePage | MewPage

Click Add to create a new VLAN group.

Enter the VLAN name, group ID and select the members for the new VLAN.

Click Apply.

If there are many groups that over the limit of one page, you can click the “Next Page”

AW N~

to view other VLAN groups.

NOTE: If the trunk groups exist, you can see it (ex: TRK1, TRK2...) in select menu of
ports, and you can configure it is the member of the VLAN or not.
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2-4-7-2. 802.1Q VLAN

This page, user can create Tag-based VLAN, and enable or disable GVRP protocol.
There are 256 VLAN groups to provide configure. Enable 802.1Q VLAN, the all ports on
the switch belong to default VLAN, VID is 1. The default VLAN can’t be delete.

. , BT YT
VLAN Configuration R~
WLAK Operation Mode: |802.1G =

[ Enable GVRP Protocol

Basic Port ¥ID

YLAMN Information
DEFALULT_ 1

add| Edit| Delste | PrePage | MextPage | Help |

GVRP (GARP [Generic Attribute Registration Protocol] VLAN Registration
Protocol)

GVRP allows automatic VLAN configuration between the switch and nodes. If the
switch is connected to a device with GVRP enabled, you can send a GVRP request
using the VID of a VLAN defined on the switch, the switch will automatically add that
device to the existing VLAN.
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@ Basic
Create a VLAN and add tagged member ports to it.
1. From the main menu, click Administrator 2 VLAN configuration, click Add then

you will see the page as follow.

| Basic Port ¥ID '
VLAN Name: |

ViD: |1

Protocol VYlan: |NONE |

FORT1 =
FORTZ
PORT3
FPORT4
PORTA Add == |
PORTE —
PORTT
FORTS == Remove |
PORTA

FORTIO

PORT11

FPORT1Z2 *

Next | Help |

2. Type a name for the new VLAN.

3. Type a VID (between 2-4094). The default is 1.

4. Choose the protocol type.
We support 802.1v with the implementation of Port-and-Protocol-based VLAN
classification. User can combine the field “Protocol Vlan” and the field of the port

number to form a new VLAN group.

NOTE:

IEEE 802.1v provides user to classify the packet through untagged port. There are
two possible strategies of the 802.1v supporting: Port-based VLAN and Port-and-
Protocol-based VLAN. We can support both Port-based VLAN and Port-and-
Protocol-based VLAN with our product. User set the VID to mark the packet from
untagged port. Then, the packet can be scheduled by the way of the IEEE 802.1q.
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Basic Port ¥ID

YLAMN Mame:

|

Protocol ¥Ylan: MOME v

PORT1 IP
PORTZ ARF
PORT3 APPLETALK
PORTA APPLETALK _AARP
PORTS MOVELL_IP%
PORTE — BANYAN_WINES_C4
PORTT BAMNYAN_VINES_CH
PORTA BAMNYAN_VINES_AD
PORTY DECHET_MOP_01
PORTI0 DECHET_MOP_02
PORTIY DECHET_DPR
FPORT12 » DECHET_LAT
DECHET _LAWC
IBM_SHA
[}{TS_INTERNET
W2h_|AYERS

5. From the Available ports box, select ports to add to the switch and click “Add >>".
If the trunk groups exist, you can see it in here (ex: TRK1, TRK2...), and you can
configure it is the member of the VLAN or not.

6. Click Next. Then you can view the page as follow :

VL Name: vl
i :
PORT1 Tag =| | PORT2 ITag 'I

PORT3 Tag |=| | PORT4 ‘ IUntag *I
FORTS IUntag 'I

Apply

7. Uses this page to set the outgoing frames are VLAN-Tagged frames or no. Then
click Apply.
Tag: outgoing frames with VLAN-Tagged.
Untag: outgoing frames without VLAN-Tagged.
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@ Port VID
Configure port VID settings
From the main Tag-based (IEEE 802.1Q) VLAN page, click Port VID Settings.

Basic Port ¥ID

&ssign a Port WLAN ID (1~255) for untagged traffic on each port,
then click Submit to apply the changes on this page

Port VID (PVID)

Set the port VLAN ID that will be assigned to untagged traffic on a given port. This
feature is useful for accommodating devices that you want to participate in the VLAN
but that don’t support tagging. 24+2G switch each port allows user to set one PVID, the
range is 1~255, default PVID is 1. The PVID must as same as the VLAN ID that the
port belong to VLAN group, or the untagged traffic will be dropped.

Ingress Filtering

Ingress filtering lets frames belonging to a specific VLAN to be forwarded if the port
belongs to that VLAN. 24+2G switch have two ingress filtering rule as follows:

Ingress Filtering Rule 1: A forward only packet with VID matching this port’s
configured VID.

Ingress Filtering Rule 2: Drop Untagged Frame.
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2-4-8. Spanning Tree

The Spanning-Tree Protocol (STP) is a standardized method (IEEE 802.1D) for

avoiding loops in switched networks. Enable STP to ensure that only one path at a time

is active between any two nodes on the network.

You can enable Spanning-Tree Protocol on web management’s switch setting advanced

item, select enable Spanning-Tree protocol. We are recommended that you enable STP

on all switches ensures a single active path on the network.

1. You can view spanning tree information about the Root Bridge. Such as follow

screen.

Root Bridge Information

32768

004063509938

]

]

20

2

15

2. You can view spanning tree status about the switch. Such as follow screen.

STF‘ F’ort Status
PORT1 1EI IEEI FDRW&RDIHG
PORTZ 10 128 FORWARDING
PORT3 10 128 FORWARDING
PORT4 10 128 FORWARDING
PORTS 10 128 FORWARDING
PORTE 10 128 FORWARDING
PORT? 10 128 FORWARDING
PORTE 10 128 FORWARDING
PORTS 10 128 FORWARDING
PORTL10 10 128 FORWARDING
PORTL1 10 128 FORWARDING
PORT12 10 128 FORWARDING
PORT13 10 128 FORWARDING
PORT14 10 128 FORWARDING
PORTLS 10 128 FORWARDING
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3. You can setting new value for STP parameter, then click set Apply button to

modify

Set Spanning Tree R - o

Confi ure Sannin Tree Parameters

=

| [0

|2

[18

Parameter Description
Priority You can change priority value, A value used to identify the root bridge.
The bridge with lowest value has the highest priority and is selected as
the root. Enter a number 1 through 65535.
Max Age |You can change Max Age value, The number of second bridge waits
without receiving Spanning-Tree Protocol configuration messages
before attempting a reconfiguration. Enter a number 6 through 40.
Hello Time |You can change Hello time value, the number of seconds among the
transmission of Spanning-Tree Protocol configuration messages. Enter a
number 1 through 10.
Forward |You can change forward delay time, The number of seconds a port waits
Delay time |before changing from its Spanning-Tree Protocol learning and listening

states to the forwarding state. Enter a number 4 through 30.

4. The following parameter can be configured on each port, click set Apply

button to modify

Configure Spanning Tree Port Parameters

FORT! &

PORTZ

FORT3 |1D 128

PORTS =]

FORT4
Applyl Help |
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Parameter

Description

Port Priority

You can make it more or less likely to become the root port, the rage is 0-
255,default setting is 128
the lowest number has the highest priority.

Path Cost

Specifies the path cost of the port that switch uses to determine which port
are the forwarding ports

the lowest number is forwarding ports, the rage is 1-65535 and default
value base on IEEE802.1D

10Mb/s = 50-600 100Mb/s = 10-60 1000Mb/s = 3-10
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2-4-9, Port Sniffer

The Port Sniffer is a method for monitor traffic in switched networks. Traffic through

ports can be monitored by one specific port. That is, traffic goes in or out monitored

ports will be duplicated into sniffer port.

Sniffer Mode: Press Space key to set sniffer mode: Disable \Rx \Tx \Both.

2. Monitoring Port: It’ means sniffer port can be used to see all monitors port traffic.

You can connect sniffer port to LAN analyzer or netxray.

3. Monitored Port: The ports you want to monitor. All monitor port traffic will be

copied to sniffer port. You can select max 25 monitor ports in the switch. User can

choose which port that they want to monitor in only one sniffer mode.

If you want to disable the function, you must select monitor port to none.

s W .
Port Sniffer K~

Roving Analysis State: __

Analysis Port: INDHE
PORT1 r r
PORT3 - PORT4 r
PORTS r PORTA r
PORT7 - PORTS r
PORTY r PORT10 r
PORT11 - PORT12 r
PORT13 - PORT14 r
PORT1S r PORT1A ~
PORT17 r PORT1E r
PORT19 - PORTZ0 r
PORTZ21 r PORTZ22 r
PORTZ23 - PORTZ24 r

Apply | Default | Help
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2-4-10. SNMP/Trap Manager

Any Network Management platform running the simple Network Management Protocol
(SNMP) can manage the switch, provided the Management Information Base (MIB) is
installed correctly on the management station. The SNMP is a Protocol that governs the

transfer of information between management station and agent.

1. System Options : Use this page to define management stations as trap managers
and to enter SNMP community strings. User can also define a name, location, and
contact person for the switch. Fill in the system options data, and then click Apply
to update the changes on this page.

Name: Enter a name to be used for the switch.
Location: Enter the location of the switch.

Contact: Enter the name of a person or organization.

System Options
MName : ]24+2 Intellinent switch

Location : |Lab

Contact : ILDEEIl

Applyl Help |

2. Community strings serve as passwords and can be entered as one of the following:
RO: Read only. Enables requests accompanied by this string to display MIB-object
information.
RW: Read write. Enables requests accompanied by this string to display MIB-
object information and to set MIB objects.

Community Strings
Current Strings : New Community String :

private_ R
Remove I FRrRO O RW

3. Trap Manager : A trap manager is a management station that receives traps, the
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system alerts generated by the switch. If no trap manager is defined, no traps are
issued. Create a trap manager by entering the IP address of the station and a

community string.

Trap Managers

Current .
Managers : Mew Manager :

nane) ol = | IP Address : |
S | Community : |
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2-4-11 Security Manager

On this page, user can change user name and password with following steps.

1. User name: Type the new user name.

2. Password: Type the new password.

3. Reconfirm password: Retype the new password.

4. Click Apply.

P -

e

security Manager

User Name: admin
AssignfChange password:

Reconfirm pssword:

T

Apply
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2-4-12 802.1x Configuration
System Configuration

802.1x makes use of the physical access characteristics of IEEE802 LAN infrastructures
in order to provide a means of authenticating and authorizing devices attached to a LAN
port that has point-to-point connection characteristics, and of preventing access to that

port in cases in which the authentication and authorization process fails.

To enable 802.1x, from Administrator \Switch setting \Advanced then you still to fill
in the authentication server information :

802.1x Configuration R ﬁ\y.—-

System Configuration FerPurtGﬂnﬁguraﬁun Mim:Cunﬁguraﬁun

Configure 802.1x Parameters

Radius Server IP : [t92.188.221.72
Server Port: [1812
Accounting Port: [1a13
Shared Key : [12345678
NAS,Identifier: | [NAS_LZ_swITCH

Radius Server IP Address: the IP address of the authentication server.

Server Port: The UDP port number used by the authentication server to authenticate.
Accounting Port: The UDP port number used by the authentication server to retrieve
accounting information.

Shared Key: A key shared between this switch and authentication server.

NAS, Identifier: A string used to identify this switch.

Perport Configuration

In this page, you can select the specific port and configure the Authorization State.

Each port can select four kinds of Authorization State:
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Configure 802.1x Per Port State

Port Number _Port State
FORTZ =
FORT4
PORTS e

E

Applﬁ;l Help |

Fu : Force the specific port to be unauthorized.

Fa : Force the specific port to be authorized.
Au : The state of the specific port was determined by the outcome of the authentication.
No : The specific port didn't support 802.1x function.

Misc Configuration

In this page, you can change the default configuration for the 802.1x standard:

802.1x Configuration o @,\1—-

5 ystem ﬁ'hn’ﬁuratiun : PerPort cfnnfiur-atinn Misc Configuration

Configure 802.1x misc configuration

Quiet period: g0
'“I?x'-_per"i od: |3|Z|
‘Supplicant timeout: |30
Server timeout: |20
Max requests: |2
‘Reauth period: [z800

Appl‘y‘l

Quiet Period : Used to define periods of time during which it will not attempt to
acquire a supplicant(Default time is 60 seconds).

Tx Period : Used to determine when an EAPOL PDU is to be transmitted (Default
value is 30 seconds).

Supplicant Timeout : Used to determine timeout conditions in the exchanges between
the supplicant and authentication server(Default value is 30 seconds).

Server Timeout : Used to determine timeout conditions in the exchanges between the
authenticator and authentication server(Default value is 30 seconds).

ReAuthMax : Used to determine the number of reauthentication attempts that are

permitted before the specific port becomes unauthorized(Default value is 2 times).
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Reauth Period : used to determine a nonzero number of seconds between periodic

reauthentication of the supplications(Default value is 3600 seconds).
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2-5. TFTP Update Firmware

1. The following menu options provide some system control functions to allow a

user to update firmware and remote boot switch system:

* Install TFTP program(such as Turbo98, or Cisco TFTP) and then execute.
*  Copy updated firmware image. bin into TFTP server’s directory.

* In web management select administrator—TFTP update firmware.

*  Download new image.bin file by pressing <update firmware>.

*  After update finished, press <reboot> to restart switch.

TFIP Download New Image ARG~ o

[1a2.168.223 99
Iimage.bin

Applyl Help |

Image download complete.
Would you make sure to update firmware?

LIpdate Firmware |
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2-6. Configuration Backup

2-6-1. TFTP Restore Configuration

Use this page to set ftp server address. You can restore EEPROM value from here, but

you must put back image in ftp server, switch will download back flash image.

TFIP Configuration o A

TFTP Restore Configuration TETP Backup Configuration

-ﬁhﬂi"i;l 'HEIﬁ,-Zl

2-6-2. TFTP Backup Configuration

Use this page to set tftp server ip address. You can save current EEPROM value from

here, then go to the TFTP restore configuration page to restore the eeprom value.

TFTP Configuration o

TFTP Restore Configuration TFTP Backup Configuration
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2-7. Reset System

Reset Switch to

default configuration, default value as below

MEMU
Hesteon
Pt St s
 Port Bhabietics
Adminstrator

Redaak

: TFTR Updsts :mi
by bt ] mesel

Resel System 2

REeset Switch tn Default Configuration

2-8. Reboot

Reboot the Switch in software reset.

Reboot Switch System o\

pennmnaRRNRRRRnRRARdnnnnd N nndnnnndnnnn
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3. Console -- 1K Xmodem update firmware

We provide the 1k X modem to update firmware on console. 1K X modem only works

in 57600bps mode. So you must change boudrate to 57600bps to download firmware.

There are 2 cases to use 1k X modem to update firmware:

a. User enters "1K X modem receiver mode" through pressing any key within 5
seconds after system power on.

b. System automatically enter "1K X modem receiver mode" if it detects the firmware

checksum fail while booting.

1. Press disconnect button when you start 1K X modem modes.
Press File -> Properties, change boudrate to 57600bps, then press OK.

ol 9500 - H_l,lpBlTBll'l'linal QEUD PleEltiBS COM1 Properties n

File Edit Wiew Call Transfer EDnnEClTﬂlﬁettingsl

Part Settings |
[jlﬁgl E?lgi] ﬁDlEﬁl_
Bitz per zecond: [l
Country code; ILInited
_ [Data bits: |8 j
Enter the area code with
Area code: |2 Paiity: INDne j
Phone number: I
Stop bits: |1 -
Connect using: IDirectl B I J
T Flow control; INDne j

52 couRty code an
edial o busy Advanced... | Eiestare Defaults |

ok | caneel | s | B

!!! Switch LOADER ( = =
-

%55 Press any key t
$%% Loading Xmodem
"E25 " Dounload IMAGE
£5% Start Xmodem Re

Ul
IF|

Ll

|Discu:unnecteu:| Auto d
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2. Press connected, you will see “CCCC...”displayed on console.
Then select Transfer Send File.

#9600 - HyperT erminal

File Edit “iew Call | Transfer Help

0= @lgl §enle|Ie....
= Beceive File...
Capture Test... d
Send Text File... h 8tatic Configuration
Capture ko Printer tol Related Configuration

Status and Counters
Heboot Switch
TFIF Update Firmware

Logout

Restart the system.
Switch LOADER Checksum O0.K **tous Item Enter=Select Item
§%% Press any key to start Emodem receiver:
$%% Loading Emodem Driver. ... .. .. .o iiaiiaicaaaccaaacaascaaamcoaaacaaacaannnns

$%% Douwnload IMAGE through console{1¥ Xmodem;baudrate=57600hps >
$%5% Start Hmodem Receiver: CCCCCCCCCCCCCC_

N | K1

3. Select IK Xmodem in the Protocol item, and give the place that image file folder.
Press Send button.

: Send File HE
Faolder: C:WWwWIMDOWSA\Deszkiop

Eilename:

| 44652625, bin Browse... |
Pratacal:

-5



4. Start download image file.

1K Xmodem file send for 9600

Sending: Id:'\EEEB"JEE.BIN

Packet: 138 Ermar checking: IEHE

Retries: IEI T otal retries: IEI

Lagt errar; I

File: CLLTTEOT [138K o 512€

Elapsed: I 00:00:31 Remaining: I 0025 T hraughput; |4492 cps
cpa/bps |

5. Finish download image, the switch system will update firmware automatic. Update

firmware ok, the switch will reboot. Please change the boudrate to 9600bps.

#9600 - HyperT erminal

File Edit Wiew Call Transfer Help

Logout

Restart the

Switch LOADER Checksum O.K ¥**fous Item Enter=Select Item
$%% Press any key to start Emodem receiver:
%% Loading Emodem Driver. ... oeceeeeeeaseeeanscnanesannsaananssnnssnnnasnnnns

$%% Download IMAGE through console{i¥ Xmodem;baudrate=57688hps>
$%% Start Hmodem Receiver: CCCCCCCCCCCCCCCCCCCCCCCCCCC
$%% Download IMAGE ....0.K tt¢

S5 Update FiPmUAre .....ceuececccceccccrcacracaasassasssesenasnssnaonsaaaasnssnssns=

555 Update firmware ....0.K **¢
$55 Hote: console hauwdrate of new image is 968Bbps . . c00orOoCCEC0ONOO0CEOLOEOKO0CO0N 00O CEOODLOOOOICE
COOCCEO0O0CE D0 OC000 COC0DE 0D OE

S Rl

|Connected (:03:51 |Auto detect  |57BO0GN- [SCAOLL  [CAPS [MUM  |Caplue  [Frint echo
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4. Out-of-band Terminal mode management

1. 24+2G switch also provide a serial interface to manage and monitor the switch,
user can follow the Console Port Information provide by web to use windows

HyperTerminal program to link the switch.

2. You can type user name and password to login. The default user name is

“admin”, the default password is “123 ”.

Uzer Interface

Intelligent 24 + 2 Switch

Hzernalne .

pazsword:
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4-1 Main Menu

There are six items for selected as follows:

Fzln Menu

Protocol Related configuratlicon
Status and Counkters

Reboot Switch

TETE Update Firowarsa

LiSJouE

Tab=Next Item Backipace=Pravious Item Enter=saleckt Itam

Switch Static Configuration: Configure the switch.

Protocol Related Configuration: Configure the protocol function.

Status and Counters: Show the status of the switch.

Reboot Switch: Restart the system or reset switch to default configuration.
TFTP Update Firmware: Use TFTP to download image.

Logout: Exit the menu line program.

<Control Key>

The control key as follow are provided for this mode operation:
Tab: Move the vernier to next item.

Backspace: Move the vernier to previous item.

Enter: Select item.

Space: Toggle selected item to next configure.
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4-2 Switch Static Configuration

Intelligent switch @ SWitch Configuration

Trunk Configquration

VLAN Configquratlon

Misc Configuration
Administration Confliguratlon
Port Mirroring Configuration
Friority Configuration

MAC Address Confiquration

Main Manu

Tab=Next Item EackSpace=Pravious Item Enter=Select Item

<Control Key>

You can press the key of Tab or Backspace to choose item, and press Enter key to
select item

The action menu line as follow provided in later configure page.

Actions->

<Quit>: Exit the page of port configuration and return to previous menu.
<Edit>: Configure all items. Finished configure press

Ctrl+A: Back to action menu line.

<Save>: Save all configure value.

<Previous Page>: Return to previous page to configure.

<Next page>: Go to the next page to configure it.
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4-2-1. Port Configuration

This page can change every port status.

Press Space key to change configures of per item.

II'ItE'].J.'_l; ant Switch @ Port ':'l:-h:'_-\;l.ll' ation

InRate JutRate FlowControl
qulai T [10DK] | 100K] Enable hut Spdls Dpst Full Half
PORTI 1007 | | Tas RIFT 100 Fiull ! falsl
FORTZ 100Tx [ | Tes AITO 100 Full ] an
PORTE 100Tx | | Ta=s RO 100 Full 1]y an
PORTE 100Tx [ I Tas AUTO 100 Full aly an
FORTE  100Tx I | Tes AIFTG 100 Full n an
PORTE  100T= [ 1 Tas AUTO 100 Full IEL alil
PORTT 100Tx | | Tes AIITO 100 Full an an
FPORTA 10 0T | ] 85 AT 100 Full ! pals]

Tab=Next Item Backspace=Previous Item Quit=Previous menu Enter=selact Item

1. InRate (100K/unit):
User can set input rate control, per unit is 100K. The valid range is 0~1000.
0: disable rate control.
1~1000: valid rate value.
2. OutRate (100K/unit):
User can set output rate control, per unit is 100K. The valid range is 0~1000.
0: disable rate control.
1~1000: valid rate value.
3. Enabled:
User can disable or enable this port control.
“Yes” that mean the port is enable.
“No” that mean the port is disable.
4. Auto:
User can set auto negotiation mode is “Auto”, “Nway_Force”, “Force” of per port.
5. Spd/Dpx:
User can set “100Mbps” or “10Mbps” speed on port 1~port 24,
set “1000Mbps”, “100Mbps” or “10Mbps” speed on port25~port26 (depend on
module card mode), and set “full-duplex” or “half-duplex” mode.
6. Flow Control:
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Full: User can set full flow control function (pause) as enable or disable.

Half: User can set half flow control function (backpressure) as enable or disable.

NOTE:
1. Pressing <Save> only can save one page configuration.
2. [If the static trunk groups exist, you can see it (ex: TRK1, TRK2...) after port 26, and you can

configure all of the items as above.
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4-2-2. Trunk Configuration

This page can create max seven trunk groups. User can arbitrarily select up to four ports
from port 1~port 26 to build a trunking group.

Intelligent Switch @ Teunk Configuration

01 02 03 04 O OB Q7 OB 09 10 11 12 13 14 15 16 17 16 13 20 21 22 23 24 M1 M2
l v v w v

W W W L

i

5

o

T v b
TREL Static
TREZ LACE
TRE3 Disable
TREA Disable
TRES Disable
TREE Disable
TRET Static

actions=> <Edit CSAVEDr cuits
Tab=Next Item RackSpace=Prewvious Item ¢Quit=Previous menu Enter=S5e=lect Item

Actions->

1. Select <Edit> on actions menu

2. Press space key to configure the member port of trunk group. Besides, you have to
set “Static” or “LACP” for the corresponding trunk group of TRK1~TRK?7 item.
“Static” — the normal trunk.

“LACP” — this trunk group have link aggregation control protocol.

Press Ctrl+A to go back action menu line

Select <Save> to save all configure value.

If the item of TRK1~TRK?7 is set “Disable”, it’s mean the trunk group is deleted.

All ports in the same static trunk group will be treated as single port. So when you

SN S

setting VLAN members and Port configuration they will be toggled on or off

simultaneously.

NOTE: If VLAN group exist, all of the members of static trunk group must be in same
VLAN group.
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4-2-3. VLAN Configuration

Intelligent Switch @ YWLAN Configuration

Create a YWLAN Group
Edit/D=lete & VLAN Group

Group Sorted Mode

Fravylious Manuw

Tab=Next ILtean EackSpaces=Previous Item Quit=Previous menu EntersSelect Item

4-2-3-1. VLAN Configure

This page can set VLAN mode to port-based VLAN or 802.1Q VLAN or disable
VLAN function.

Intelligent Swatch @ VLAN Bupport Configuraton

actions-» couikE> <Edit> <5 aE LPrevious Pages “Hext FPages>

Tab=HNext Item BackSpace=FPrevicus Iter Space=Togglse Cbrl+A=Acticon men
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NOTE: Change the VLAN mode for every time, user have to restart the switch for valid

value.

If set 802.1Q VLAN, you can set PVID, ingress filtering 1 and ingress filtering 2 in this
page too.

ntelligent Switch LAH ppoct Configuraton
VLEN Mode :BO0Z.1Q
IngressFilterl IngressFilters
Fort PYID NonMembear FET Untagged PEL
BORTL 1 Forward DEop
PORTE ki Forward Forward
FORT ] Doy Forward
BORT 1 Crop Forward
BORTS 1 Crop Forward
FORTE 1 (] ]| Forward
BORTT 1 Crop Forward
PORTE 1 Crop Forward
aCClOnS-> e Uy LhaNer <Previous Pagex <Hext Page>
Tab=Next Item Backipace=Frevious Item Quit=Frevious menu Enter=3elect Iten
Actions->

1. PVID (Port VID: 1~255): Type the PVID.
2. NonMember Drop:
It matches that Ingress Filtering Rule 1 on web.
Forwarding only packets with VID matching this port’s configured VID.
Press Space key to choose “forward” or “drop” the frame that VID not matching
this port’s configured VID.
3. UnTagged Drop:
It matches that Ingress Filtering Rule 2 on web.
Drop untagged frame.

Press Space key to choose “drop” or “forward” the untagged frame.
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4-2-3-2. Create a VLAN Group

@ Create Port-Based VLAN
Create a port-based VLAN and add member/nonmember ports to it.

1.

Select <Edit>.

6. VLAN Name: Type a name for the new VLAN.
8.
9

. Member: Press <Space> key to choose VLAN member. There are two types to

Grp ID: Type the VLAN group ID. The group ID rang is 1~4094.

selected:
a. Member : the port is member port.
b.No : the port is NOT member port.

10. Press Ctrl+A go back action menu line.

11. Select <Save> to save all configure value.

Add an VLAN GEoup
YLAN Name: [vian?z 1 rp IDe |2 ] (1=40%34]
arkt bbb ¢
PORT] Member
PORTS Member
BORT 3 Na
BOATA Member
FORTE L [}
FORTE L[
BORTT [}
BORTE L [=
ACT1ONE=> 1t CEA1IC> LPrevliouE Pagex cHNext Pagex

Tab=Na=t Itemn BackSpace=Préviaus TEam JULE=Fravicus mérni EnEer=5alact Itém

NOTE: If the trunk groups exist, you can see it (ex: TRK1, TRK?2...) after port26, and

you can configure it is the member of the VLAN or not.
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@ Create 802.1Q VLAN

Create an 802.1Q VLAN and add tagged /untagged member ports to it.
. Select <Edit>.
2. VLAN Name: Type a name for the new VLAN.
3. VLANID: Type a VID (between 1~4094). The default is 1. There are 256 VLAN
groups to provided configure.
4. Protocol VLAN: Press Space key to choose protocols type.
5. Member: Press Space key to choose VLAN member. There are three types to
selected:
a. UnTagged : this port is the member port of this VLAN group and outgoing frames
are NO VLAN-Tagged frames.
b. Tagged : this port is the member port of this VLAN group and outgoing frames
are VLAN-Tagged frames.
c. NO : The port is NOT member of this VLAN group.
6. Press Ctrl+A go back action menu line.

7. Select <Save> to save all configure value.

fdd an YLAN Group

VLAN MName: [vlan2 | YLAN ID: [2 1{1=d054}
Protocal VIAN ¢ Mond

Fork Membsr
FORT] nTacgced
PORT 2 Tagged
EORT UnTagged
B T o

BORTS
BORTG
FORTT
FORTE

TR
[m =]

SCELONS—F AL <EC1E <Pravious Fagesx <Hext Fager

Tab=Next Iten BackSpace=Previous Item QuUlt=Previous menu Enters=sSelect Item

NOTE: If the trunk groups exist, you can see it (ex: TRK1, TRK2...) after port 26, and

you can configure it is the member of the VLAN or not.
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4-2-3-3. Edit/ Delete a VLAN Group

In this page, user can edit or delete a VLAN group.

1. Press <Edit> or <Delete> item.

2. Choose the VLAN group that you want to edit or delete and then press enter.

3. User can modify the protocol VLAN item and the member ports are tagged or un-
tagged and remove some member ports from this VLAN group.

4. After edit VLAN, press <Save> key to save all configures value.

NOTE :

1. When pressing <Enter> once will complete deletion on delete mode.
2. The VLAN Name and VLAN ID cannot modify.

3. The default VLAN can’t be deleting.
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4-2-3-4. Groups Sorted Mode

In this page, user can select VLAN groups sorted mode:
(1) sorted by name

(2) sorted by VID.

The Edit/Delete a VLAN group page will display the result.

Tmt=11 ]t wi ot [ ] [ orted gelesction

IR = WID: BLEPAE =

LT LT 1

In the Edit/Delete a VLAN Group page, the result of sorted by VID.
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AT 2 WID: BLEPAE 2 WL

DEFALLT
v el
El

Rl

|:'..I M=zt T &=m PmchkipscmmPrewrs o T Emen Craat F sl el meEryy EntsreDislsot Itmn

4-2-4. Misc Configuration

Intelligent Switch : Miszc Configuration

Broadcast Storm Filltering

Max bridge tramsmit de=lay bound

POrE Securlty

Frevious Menu

~onfiguee the MAC aging Eime.
Tab=Next Item BackSpace=Previous Iten Entecr=5elect Item

4-2-4-1. MAC Age Interval

Type the number of seconds that an inactive MAC address remains in the switch’s
address table.

The valid range is 300~765 seconds. Default is 300 seconds.
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Intelligent Switch @ MAC Aging Time

MAC Rge Interval [sec) [800] : i

dirable:d,valid valus:300-Tc5)

actions-—> LoaVa Sy TR o

Tab=Next ITem Rackfpace=Frewvlous Item Quit=Previouz menu Enter=S5slect ICem

4-2-4-2. Broadcast Storm Filtering

This page is configuring broadcast storm control.

1. Press <Edit> to configure the broadcast storm filter mode.

2. Press Space key to choose the threshold value.

The valid threshold value is 5%, 10%, 15%, 20%, 25% and NO. Default is 5%.

Intelligent Switeh ¢ Broadoesst Storm FLlter Moo

Broadcast Storm Filter Mode 5

BCCLONS->

Tab=Next Item Eackipace=Frewvious Item {uit=Previous menu Enter=3elsct Item
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4-2-4-3. Max bridge transmit delay bound

1. Max bridge transmit delay bound: Limit the packets queuing time in switch. If
enabled, the packets queued exceed will be drop. Press Space key to set the time.
Those valid values are 1sec, 2sec, 4sec and off. Default is off.

2. Low Queue Delay Bound: Limit the low priority packets queuing time in switch. If
enabled, the low priority packet stays in switch exceed Low Queue Max Delay Time,
it will be sent. Press Space key to enable or disable this function. Default is disable.

3. Low Queue Max Delay Time: To set the time that low priority packets queuing in

switch. The valid range is 1~255ms. Default Max Delay Time is 255m:s.

Intelligent Switch @ Max Bridge Transmit Delay Bound

Max bridge transmit delsay bound :OFF
Low Queue Delay Bound :Disabled

Low Quene Max Delay Time 1255

Tab=HNext Item EackSpace=Previous Item QuilC=Frewvlous menu Enter=5alect Item

NOTE: Make sure “Max bridge transit delay bound control” is enabled before enabling
Low Queue Delay Bound, because Low Queue Delay Bound must be work

under “Max bridge transit delay bound control” is enabled situation.

4-2-4-4. Port Security

A port in security mode will be “locked” without permission of address learning. Only
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the incoming packets with SMAC already existing in the address table can be forwarded

normally. User can disable the port from learning any new MAC addresses, then use the

static MAC addresses screen to define a list of MAC addresses that can use the secure

port.

FORT [SIRF-]=NE-Ts
PFORTZ anablad
FORT S [ZARF- ] =NE"Ts
FORT4 £l
FiRTE i Eaba]
PORTY Dizabdls
FORT ' DI =akal
I kil

RTS

Actions->

1. Select <Edit>.

2. Press Space key to choose enable / disable item.

3. Press Ctrl+A to go back action menu line.

4. Select <Save> to save all configure value.

5. You can press <Next Page> to configure port9 ~ port26, press <Previous Page>

return to last page.

4-2-4-4. Collision s Retry Forever

Collisions Retry Forever: Disable — In half duplex, if happen collision will retry 48

times and then drop frame.
Enable — In half duplex, if happen collision will retry forever
(Default).
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Intellligent Switeh @ Collislons Retey

Colllsions Retry Forewver @ Enable

actions-» CEEVED T ke

Tab=Next Item EackSpace=Previous Item Quit=Previous menu Enter=Sslect Item
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4-2-5. Administration Configuration

Intalligent Switch @ Device Configuration

“hange Password
Davice Information
IF Configuratiomn

Pravious Menu

Tab=Naxt Itam Backspace=Fravious Item Enter=%5elect Item

4-2-5-1. Change Username

Use this page; user can change web management user name.

Type the new user name, and then press <Save> item.
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Switch @ UserNams

S Nams ICATTLLE

CFAVED g

SCLLONS=?

—onfiguration

cuits

LLUE IR

il BAEE

reSaLaclk Thos

4-2-5-2. Change Password

Use this page; user can change web management login password.

e Switch @ Paam

Intellilige

FS & i 15 * =™
S W s
Ti I VIS LT =
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4-2-5-3. Device Information

This page is provided to the user to configure the device information.

InL-'1|J-nL Swikch gl Formatior
Wame i Intelligent Z4+2 Switch
Dascription : Intelligent 24+2 Switch

Locatlon i LAB

Contant : 24 + 2 PORTS

4-2-5-4. 1P Configuration

User can configure the IP setting and fill in the new value.

Intelligent Switch = IP Configuration

DHCP : Disabled

IP Address = 192.168.223.38
Subnet Mask = 255.255.248.8
Gateway : 192.168.223.254

actions—> Edit > LSaver LQuit >

Select the action menu.
ab=Mext Item BackSpace=Freviouz Item Quit=Previous menu Enter=Select Item
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4-2-6. Port Mirroring Configuration

The port mirroring is a method for monitor traffic in switched networks. Traffic through
ports can be monitored by one specific port. That is traffic goes in or out monitored
ports will be duplicated into monitoring port.

Actions->

Press Space key to change configure of per item.

1. Select <Edit>.

2. Sniffer Mode: Press Space key to set sniffer mode Disable ~ Rx ~ Tx or Both.

3. Monitoring Port: It means sniffer port can be used to see all monitors port traffic.
Press Space key to choose it.

4. Monitored Port: The ports you want to monitor. All monitor port traffic will be
copied to sniffer port. You can select max 25 monitor ports in the switch. User can
choose which port to monitor in only one sniffer mode. Press Space key to choose
member port, “V”’ — is the member, “—*“ — not the member.

5. Press Ctrl+A go back action menu line
Select <Save> to save all configure value.

7. On the action menu line you can press <Next Page> to configure port9 ~ port26,

press <Previous Page> return to last page.

Intelligent Switch : Port Sniffer

sniffer Mode: ERx
Manitoring Pork ¢ FORTI
Monitored Port 2

FOTT memie
FORTL

PORT2 ;
FORT? -
FORTY y
FORTS

FORTS

= AT

EORTS -

Tab=Next IL[TLam BacKSpace=Frevious ltem Quit=FrevVious menu Entar=5elect Item

NOTE: Only has one sniffer mode in switch at the same time.
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4-2-7. Priority Configuration

Intelligent Switch : The Pricrity configuration

Tab=Naxt Iten BackSpace=Frevious Item Enter=Selact Item

4-2-7-1. Port Static Priority

This static priority based on port, if you set the port is high priority, income frame from

this port always high priority frame.

Intelligent Switch ¢ Fort Friccity

FPor FElor ity
BORTL LaZvtad
BORT 2 Haigh
FORT Lot
BORTY H1
EORT S 1]
FORTE L
BORT HI1d
PORTE Lot
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4-2-7-2. 802.1p Priority Configuration

There are 0~7-priority level can map to high or low queue.

Actions->

1. Select <Edit>.

2. Press Space key to select the priority level mapping to high or low queue.

3. High/Low Queue Service Ration H : L: User can select the ratio of high priority
packets and low priority packets.

4. Press Ctrl+A go back action menu line.

5. Select <Save> to save all configure value.

Intelligent Switch : 802,1lp Priocity Configuratior

Will be overwrltten by port=prlorityl!

Priocity 0 : Low
Priorlty 1 ¢t Low
Friorlty & i Low
Priority 3 ¢ Low
Priorlity 4 £ High
Priority 5 @ High
Friority @ : High
Priority 7 t High

gosMode @ High/Low Queuse Serwvlocse Ratio
Le

=> H:[2] L:[1]

actlong=> < SaVve> Uit

Tab=Next Item BackSpace=Previous Item Quit=Frevious menu Enter=select Item
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4-2-8. MAC Address Configuration

Intelligent Switch @ MAC Rddress Conflguration

Filtering MAC Address

Frevious Menu

Cconfigurate the MAC address.

Tab=HNaxt Iten BackSpaca=Frevious Itemn Enter=Salact Itel

4-2-8-1. Static MAC Address

When you add a static MAC address, it remains in the switch's address table, regardless
of whether the device is physically connected to the switch. This saves the switch from
having to re-learn a device's MAC address when the disconnected or powered-off
device is active on the network again.

In this page user can add / modify / delete a static MAC address.
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Intelllgent Switch @ Static MAC Address Confilguratlon
Marc Rddress Port num Vian ID Marc Rddress Fort mnu Vian
action=s—> <Adds> <<Edit> <Delatas> <Pravious Pagesr <Haxt Fage>
Tab=Hext Iter BackSpace=Frevious Item guit=Previous menu Enter=Select Iter
@Add static MAC address
Actions->

1. Press <Add> --> <Edit> key to add static MAC address.

2. MAC Address: Enter the MAC address to and from which the port should
permanently forward traffic, regardless of the device’s network activity.

3. Port num: press <Space> key to select the port number.

4. Vlan ID: If tag-based (802.1Q) VLAN are set up on the switch, static addresses are
associated with individual VLANs. Type the VID to associate with the MAC
address.

Press Ctrl+A to go back action menu line.

Then select <Save> to save all configure value.

Mac Address :0053M0C2ZGEERA

FoCct num tPORTS

Wlan ID "

Tab=HNexT ITem BackSpace=Frewvious Item Qult=Previouwsd menu Enter=5elect Item
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OEdit static MAC address

Actions->

1. Press <Edit> key.

2. Choose the MAC address that you want to modify and then press enter.

Intelligent Switch : Static MAC Address Configuration

Marc Addreszs Bort num Ylan ID Mac Addresa Fort num Vian ID

OOEIOOL00] FORTIO 4

actions-»> <ouit> «~Addr <Edit> «Delete> <Previous Pages “Mext Pagesr

Tab=Hoxt Item BackSpace=Previous Item Space=Toggls Ctrl+®=hAction menu

3. Press <Edit> key to modify all the items.
4. Press Ctrl +A to go back action menu line, and then select <Save> to save all

configure value.

Intelligent Switeh = Static MAC Address Configuraticom
Port il sPORTZ
VYlan ID 12
actions-» CEdit> AN <ol

Tab=Next Item BackSpace=Frewlious Item Space=TogJJg le Ctrl+p=nction menu
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@®Delete static MAC address

Actions->

1. Press <Delete> key.

2. Choose the MAC address that you want to delete and then press enter.

3. Pressing <Enter> once will complete deletion on delete mode.

Intellligent Switch §: Static MAC Address Confligquratlomn

MaC ROdress Port num WVlan ID Mac Address Port num  Wlan I

009002 GREAR FORT Z
aos000100001 BORT1O 4

acbionz-»> <pult> <Add> <EBEdit> ZPFEevVioUE Fages ZHext Facge>

fab=Next Item EackSpace=Frevlous Item Qult=FPrevious menu EntCer=select Item
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4-2-8-2. Filtering MAC Address

MAC address filtering allows the switch to drop unwanted traffic. Traffic is filtered
based on the destination addresses.
In this page user can add /modify /delete filter MAC address.

Eac AOdCCERd WL AF I [F M&as RO De & s WLk 1 8]

Tal = L Tl Bim S P O FESWILOLUE 1L Tl cultskFravious manu Enter=Saloct L TimBn

@ Add filter MAC address
Actions->
1. Press <Add> --> <Edit> key to add a filter MAC address.
2. MAC Address: Type the MAC address to filter.
3. Vlan ID: If tag-based (802.1Q) VLAN are set up on the switch, type the VID to
associate with the MAC address.
4. Press Ctrl+A to go back action menu line, and then select <Save> to save all

configure value.
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Tab=Next Item EBEackSpacs=Frevious Item gult=Frewvious m=Enu Enter=Ssls=ct I[tem

OEdit filter MAC address

Actions->

1. Press <Edit> key.

2. Choose the MAC address that you want to modify and then press enter.

Intelligent Switch @ Filter MAC Address Configuration

Mac hddreasz Ylan ID Mac Addreas vlan ID

Q0000000003

Tab=NaxtT ITal BacKkSpace=Fraviols Itan Space=ToJgla CEl+A=ACt1om merul

3. Press <Edit> key to modify all the items.
4. Press Ctrl+A to go back action menu line, and then select <Save> to save all

configure value.
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ACT1onsS—>

Intelligent

Swltch @ EDAC Filter MAC Address

Mac hddreass

Wlan

ID

<Eave Uit

snonnanonanny

Tab=Naxt

Space=Tagqle CLrl+i=Actlon menu
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@®@Delete filter MAC address

Actions->

1. Press <Delete> key to delete a filter MAC address.

2. Choose the MAC address that you want to delete and then press enter.

3. When pressing <Enter> once will complete deletion on delete mode.

Intelligent Switch @ FlLlter MAC Address Configurablon
Mac ARddress vlan ID Mac Address ¥lam ID
O00naongong 1 ]
DO00a00go00z z
RULIRERINARERINR NN
ictions—> <«fult> <hdd> <EdiC> LPERWLioUs Pages LHext Fage>

Tab=NextC ITem BackSpace=Frevious Item JQUI1C=Frewvicous menu Enter=select Item
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4-3. Protocol Related Configuration

Intellligent Switeh 3 The Frotoosl Related confiquratlon

SHMEP
GYERF
LIzMF
DHCE
LACP
A I

Previous Manu

Tab=Next Item BackSpace=Previous Item Enter=%elect Item

4-3-1. STP
The Spanning-Tree Protocol (STP) is a standardized method (IEEE 802.1D) for
avoiding loops in switched networks. When STP enabled, to ensure that only one path

at a time is active between any two nodes on the network.

Intelligent Switch : Spanning Tree Protbocol

gystem Configqueation
Perport Configuration

Frevious Menu

Eniabhlad [ !
Tab=NextT Item 35:{5Pif?=?fE?i?U€ Itam Entar=sa
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4-3-1-1. STP Enable

This page is show the users how to enable or disable Spanning Tree function. Press

Space key to select enable or disable.

Tab=NexT ITem BackSpace=Prevlious Item QuUlt=Previous menu Enter=select Item

4-3-1-2. STP System Configuration
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Root Eridge Information

Priority : A2Tce

Mac Address ¢ O00RLTO0000]
Root_Path cost: 0

Root Port : Root

Max Rge : 20

Hello Time i 2

Forward Delay @ 15

acCiong

Tab=Next Item

Intalligent Switch :

BackSpace=Frevious Item

STP System Configquratior

configuee Spanning Tree Parameters
Priocity [0-65535)
Max Age (g-40