Version 3.4.1

===============

The following issues were resolved in this release:

- LS501XX may not respond on the Ethernet interface after a LAN error condition occurs. 

- Enable ability to TELNET from one serial port to another. 

- SSH session between the LS501XX and a system running an openssh client will lock up 

  after 32K of data is transmitted to the client. 

Version 3.4.0

============================

The following feature have been added to this release.

Easy Port Access

Due to the current configuration of the LS501XX it is difficult for administrators to know what is connected to what ports/lines without keeping written lists. To eliminate the record keeping of the network devices attached to all the ports for numerous LS501XX, version 3.4 allows a user to connect to the LS501XX via Telnet or SSH and be offered a menu 

(this does not apply to the administrator login of the LS501XX). This menu will offer options for the following:

·A list of ports showing the line name descriptor field. They can then select a port to be connected to and they will then be automatically connected to the port.

·A log off option When the user is connected to the port to manage the attached device, they should also be able to view the local port buffer for that particular port by using a configured key string. The user will then be able to toggle between communicating with the device on the 

port and viewing its associated buffer.

When the user has completed their activity on the network device, they can enter a configurable string (~menu by default) that allows them to disconnect from the port and return to the Easy Port Access menu to connect to another devices or logoff the LS501XX unit. 

User Line Access Rights

The administrator of the LS501XX will now be able to specify which ports/lines a user will be offered connection to within the internal user database. This allows administrators to setup users with different access rights for as they often have responsibility for different systems. These access rights are reflected in the ports/lines available to the user when viewing the Easy Port Access screen and applied to direct connection to 

the network device. This feature does NOT apply to any user who can only be authenticated via Radius.

Configurable Login Prompt

The LS501XX v3.4.0 now allows the administrator to specify the server name to appear in the login and shell prompt which allows easy identification of multiple LS501XX units

Authentication Priority

The LS501XX user authentication method is now capable of allowing to specify priority in the authentication method used. When authentication selection is set to "Both(local+Radius)" the local user database is requested first and upon failure the RADIUS host is requested user authentication. To have the RADIUS host requested first followed by the local user database, a new configurable parameter "Both(RADIUS + local)" configures the authentication method in this priority.

Version 3.3.0

============================

The following features have been added to this release.

Remote Port Buffering

The feature of remote port buffering is required by administrators to remotely capture important information from the devices attached to the LS501XX. Data from these devices is transmitted across the LAN interface (encrypted or in the clear) to remote files on an NFS host. This feature

allows an administrator to archive the data from these devices to be viewed at any time. 

Encrypted files can be converted to readable format using the Decoder utility available for DOS/WIN9X/NT/ME/2K/XP, Linux, Solaris SPARC (32bit & 64 bit) and Solaris x86. 

Version 3.2.0

============================

The following features have been added to this release.

Local Port Buffering

The feature of local port buffering is required by administrators to capture important 

information from devices attached to LS501XX. Currently data coming from a device can only 

be seen if the administrator is connected to the port at the time. Local port buffering will 

allow administrators to view activity on a specific port to assess the latest activity of the 

device attached without being directly connected at any specific time.

Version 3.1.0

============================

The following features have been added in this release:

ROUTED, DHCP, TELNETD, SSHD, HTMLD, and SNMP processes can be enabled/disabled     individually to allow administrators to customize secure features on the LS501XX.

Enabling and disabling break signal generation on reverse telnet and SSH serial ports can now be controlled by configuring either the OEMmode or the new server's break option. For reverse SSH users, a configurable key sequence can be used to send to a break signal to the serial port.  While in a reverse SSH session, the server continually scans for this key sequence and checks the server's break status before sending a break signal.

Configuration files saved through netsave will now be encrypted.  Version 3.00 and newer configuration files that are not encrypted, will also be supported.

Additional feature of trusted IP host filtering will allow the admin user to configure source IP address filtering for up to 20 hosts.  IP frames from other IP hosts that are not in the host table, will be dropped.  

CLI command 'show line' has been modified to indicate security enabled or 

disabled for each line.  New status of "in use" when security is off and the reverse service port is being used.

FIXES IN THIS RELEASE

=====================

The following fixes were incorporated into this release

1) CERT SNMP Advisory indicated that certain network devices could experience failures.  All issues associated with SNMP and the LS501XX were resolved and fixed within this release.

2) "netload nowrite software <tftpserver> <filename>" option fixed which 

    previously caused a system crash or rendered the serial ports unusable.

3) "No pseudo device available" error message occured because TCP keepalives for admin/cslogin sessions were disabled.  They are now set to 5 minutes.

