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Key Features

} Decode 802.11b WLAN Protocols
P Validate WLAN Encryption

Troubleshoot Higher Level
Protocols

Channel selection by frequency
Capture all 802.11b Data and
Management frames

Support for WEP decryption

Display of data rate, channel, and
signal strength for each packet

vV vV Vv Vv VY

Troubleshoot complex WLAN
setups including multiple base
stations and wireless distribution
systems

Continuous monitoring of network
statistics in real-time

Identify rogue transmitters
including Access Points and users

Full packet decodes (requires WEP
keys, where WEP is enabled)

Statistical analysis for all traffic and
for filtered sets of captured packets
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Advanced Name Table (store names
in groups, list ports and sockets,
node types)

Alarms, triggers, and notifications,
all user definable

Customized output of statistics
(HTML, XML, text)

(channel number), BSSID, or ESSID
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ireless Network Analysis

with AiroPeek
The world is going wireless. The
prohibitive costs of building wired
network infrastructures have paved the
way for wireless networking on a global
scale. As corporate operations
increasingly rely on costeffective
wireless networks for accurate and
real-time communication, the ability to
analyze and troubleshoot network
problems in the wireless environment
becomes more and more important for
the network manager. Wireless networks
require sophisticated and specialized
analytical and diagnostic tools in order
to maintain, optimize and secure network
functions. AiroPeek is specifically
designed to meet the challenges of
wireless network management.

AiroPeek is a comprehensive packet
analyzer for IEEE 802.11b wireless LANS,
supporting all higher level network
protocols such as TCP/IP, AppleTalk,
NetBEUI and IPX. Affordable and easy-
to-use, AiroPeek contains all of the
network troubleshooting features familiar

to users of our award-winning
EtherPeek™. In addition, AiroPeek
quickly isolates security problems,
fully decodes 802.11b WLAN
protocols, and expertly analyzes
wireless network performance with
accurate identification of signal
strength, channel and data rates.

Identifying Potential Network
Security Problems

AiroPeek can be set to scan
continuously for failed authentication
attempts, capturing all the traffic
exchanged in these attempts and
making it possible to identify the
potential attacker. With Advanced
Filtering, AiroPeek can be set to watch
for WEP (Wired Equivalent Privacy)
128-bit encrypted traffic to or from any
MAC address which is NOT a known
user of the system.

Analyzing Higher Level

Network Protocols

Whether AiroPeek is used in an
all-wireless environment or to
troubleshoot the wireless stations in an

extended service set, WildPackets'
ProtoSpecs™ technology decodes and
analyzes thousands of commonly used
network protocols. Using the same set
of WEP keys as any other station on
the network, AiroPeek can analyze all
levels of network communications.
AiroPeek seamlessly carries familiar
network traffic analysis tools from the
wired into the wireless environment.
With AiroPeek, you can quickly see
whether problems originate at the
sending node or at the access point
and understand at a detailed level
exactly where the problem lies.

Configuration and Traffic
Management

AiroPeek notes signal strength
transmission rate, channel and
fragmentation for each packet. Set to
scan a particular channel or base
station, AiroPeek can monitor
conditions at the boundary between
cells in networks with multiple access
points. Such a survey may find dead
spots in a particular configuration or
identify places where interference
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seems to be unusually high. Solving the
problem may require changing the channel of
one Or more access points, or perhaps moving
one or more to a new location. The effects of
each change can quickly be monitored with
AiroPeek.

Roaming and Wireless Analysis
AiroPeek can diagnose and troubleshoot
problems in a wide variety of network
environments. Many WLAN vendors, for
example, use proprietary methods to facilitate
roaming between cells. AiroPeek can be

taught to recognize and decode new packet
types. It can also capture and filter packets
based on user-defined values or character
strings found at specific locations within
packets. Both of these capabilities help
AiroPeek adapt to the widest possible range of
user requirements.

Specifications

System Requirements —

AiroPeek runs under Windows

95 version B, 98, NT, 2000 and ME.
AiroPeek v1.0 requires the installation of
WildPackets” custom NDIS driver for the
Cisco 340 series 11Mbps DSSS PC or
PCI Card. This driver ships with AiroPeek.

About WildPackets —

WildPackets develops and markets high-
performance tools that deliver real-time,
strategic information about an organization's
network and Internet presence. Our award-
winning products include:

AiroPeek Wireless protocol analyzer
EtherPeek Ethernet analyzer
EtherHelp FREE, distributed remote
capture application
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Black Box Network Services - The world’s largest network services company

We are, with 25 years of experience, the  right product with our technical experts. ~ Most comprehensive TECHNICAL  Black Box exclusives — Certification
world leader in network infrastructure On-site — superior design and SUPPORT — our best Product! Free  Plus. Guaranted-for-life products and
services. engineering, Certified installations, hotline TECH SUPPORT! services.

end-to-end service.

On the Phone — no charge, answer

The world’s best customer

calls in less than 20 secounds, find the ~ On-line — receive techincal knowledge ~ service — Custom design services and
on-line, including technology overviews,  products, the best warranties, money-
BLACK BOX Explains and the Knowledge ~ saving discount programs.

Box.

Ordering information

ITEM CODE

AiroPeek

AiroPeek for IEEE802.11b Wireless-LAN . ............... VSSAW311

AiroPeek for IEEE802.11b Wireless-LAN incl. Cisco AiroNet 340NIC . .. .
.............................................. VSSAW321
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